CENTRAL BANK OF THE UALE.

Date: 28/02/2008
Notice No.: 1302 /2008

o : All Banks
After greetings,

We have been informed by one of the banks
operating i the UAE that a gang of computer
professionals has managed to insert an electronic
rcader into the card reader of one of its ATMs,
which cenabled them to copy the data of all the
cards uscd in the said ATM during the period
19-25 T'ebruary 2008. They have also managed to
compromise the PIN through a small video
camera placed above the ATM.

We attach  herewith the list of ATM cards
bclonging to your customers who have used the
ATM Machines belonging to the bank which has
advised us of the ATM fraud.

We | therefore , advise you to:

- Block the usage of the attached ATM cards ;
and

2-  Either to replace the cards or change the Pin
numbers as deemed appropriate.

2= Fully checking all your ATMs to make sure
there are no traces on ATM skimming
devices or tampering on the ATM.

Please report to the Central Bank - UAESWITCH
any losses on the attached card numbers and the
(ransactions originating country immediately.

[For any clarifications, banks should contact the
UAESWITCH  immediately on Tel. No.:
(02)6915395.  Fax  No.:  (02)6674521  or

c-mail: ucacbfraud(@cbuae.gov.ae  attention
Mr. Aden Omar, for action.
Yours faithfully,
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Saeed Abdulla Al-Hamiz
Senior Executive Director
Banking Supervision & Examination Dept.




