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United Arab Emirate:

Circular No. 6/2020

Date 30/9/2020

To Providers of Stored
Value Facilities in the
UAE

Subject Stored Value Facilities

Regulation

Introduction

The ‘Regulatory Framework for Stored
Values and Electronic Payment Systems’
has been providing the framework and basis
for the Central Bank to license and regulate
Stored Value Facilities (SVF) issued in the
UAE on 13/12/2016. Due to technological
advancements, the rapid developments of
stored value products and services, and the
enacted Decretal Federal Law No. (14) of
2018 Regarding the Central Bank &
Organization of Financial Institutions and
Activities, which grants the Central Bank
more and specific supervisory powers,
therefore, the existing regulatory framework
for SVF has been reviewed and is being
amended.

The relevant Articles of the Decretal Federal
Law No. (14) of 2018 Regarding the Central
Bank & Organization of Financial
Institutions and Activities include: (a) Article
(65) that requires providing SVF services to
be subject to a licensing regime administered
by the Central Bank; and (b) the Articles (67)
- (71) that provide the statutory basis for the
powers of the Central Bank in relation to the
licensing and on-going supervision of SVF
activities.
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United Arab Emirate:

Scope and Objectives

The scope of this Regulation includes the
licensing and the ongoing supervisory and
enforcement requirements on the licensed
companies for providing SVF in the UAE,
excluding the Financial Free Zones. Financial
institutions regulated by Financial Free Zone
Authorities may conduct SVF business in the
State after obtaining a License from the
Central Bank. Under the framework, the
Central Bank is empowered to (a) decide
whether an SVF License should be granted;
(b) conduct ongoing supervision of
Licensees; and (c) conduct examination and
impose sanctions and measures on Licensees
when required.

Transition Period

A one-year transitional period will
commence on the date the Regulation comes
into force. Licensees already holding an SVF

License granted under the previous
regulatory  framework may  continue
operating  without  contravening  this

Regulation. Nevertheless, they are required
to complete the implementation of the
relevant measures set out in this Regulation
by the end of the transition period.

The existing Licensees are required to submit
an independent assessment report as
prescribed in paragraphs 5 and 6 of Article (3)
before the end of the transition period to
ensure that they are in full compliance with
this Regulation.
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United Arab Emirate:

Article (1): Definitions

AML/CFT: Anti-Money Laundering
and Combating the Financing of
Terrorism and financing of illegal
organizations.

Applicant: a company duly incorporated
in the United Arab Emirates in
accordance with the Federal Law No. (2)
of 2015 on Commercial Companies,
except Joint Liability Company, Simple
Commandite Company, which files an
Application for the issuance of an SVF
License.

Application: a request submitted by an
Applicant in the form and with the
documents and information set out in the
Annex for providing an SVF Services.

Central Bank: The Central Bank of the
United Arab Emirates.

Central Bank Law: Decretal Federal
Law No. (14) of 2018 Regarding the
Central Bank & Organization of
Financial Institutions and Activities and
its amendments.

Closed Loop Payment Scheme: a
payment scheme, which is limited in
terms of where it can be used to purchase
goods and services from an issuing
retailer or entity.

Controlling Shareholder: a shareholder
who has the ability to directly or
indirectly influence or control the
appointment of the majority of the board
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United Arab Emirate:

10.

11.

12.

of directors, or the decisions made by the
board of directors, or has the power to
direct or cause the direction of the
management or policies of an entity,
whether by the general assembly of the
entity, through the ownership of a
percentage of the shares or stocks or
under an agreement or other arrangement
providing for such influence or control.

Crypto-Assets: cryptographically
secured digital representations of value
or contractual rights that use a form of
distributed ledger technology and can be
transferred, stored or traded
electronically.

Customer: a natural or legal person who
contracts with a Licensee in order to
establish and use an SVF in accordance
with this Regulation.

Customer Due Diligence (CDD):
includes measures and processes to be
taken for: (a) identifying the Customer
and verifying that Customer’s identity
using reliable, independent source
documents, data or information, and (b)
on-going due diligence on the Customer
or business relationship and scrutiny of
transactions undertaken throughout the
course of that relationship.

Device-based Stored Value Facility: an
SVF which has the value stored in an
electronic chip on a card or physical
device such as pre-paid cards, watches
and ornaments.

Financial Action Task Force (FATF):
an inter-government body which sets
international standards that aim to
prevent global money laundering and
terrorist financing activities.
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United Arab Emirate:

13.

14.

15.

16.

17.

18.

Financing of Terrorism: any of the acts
mentioned in Articles (29) and (30) of the
Federal Law no. (7) of 2014 On
Combating Terrorism Offences.

Float: the Customers’ funds / money /
Money’s Worth paid to the Licensee in
exchange for the wvalue of the
money/Money’s  Worth  (including
Money’s Worth such as values, points,
Crypto-Assets or Virtual Assets) on the
facility.

Information Technology (IT): the use
of any computers, smart devices, storage,
networking and other physical devices,
infrastructure and processes to create,
process, store, secure and exchange all
forms of electronic data.

IT Controls: a set of policies and
procedures that aims to provide a
reasonable assurance  that  the
technologies and computer systems used
by an organization operates as intended
and in a secure and reliable manner, that
data security, integrity and reliability can
be ensured, and that the organization is
able to comply with applicable laws and
regulations.

License: a License issued by the Central
Bank to an Applicant for the issuance and
operation of SVF business in the State.
The License is valid, unless it is
withdrawn, suspended or revoked by the
Central Bank.

Licensee: an Applicant who has been
granted an SVF License by the Central
Bank.
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United Arab Emirate:

19.

20.

21.

22.

Licensed Financial Activity: The
financial activities subject to the Central
Bank’s licensing and supervision, which
are specified in article (65) of the
Decretal Federal Law No. (14) of 2018
Regarding the Central Bank &
Organization of Financial Institutions
and Activities.

Money Laundering: any of the acts
mentioned in Clause (1) of the Article (2)
of the Federal Decree-law No. (20) of
2018 on Anti-Money Laundering and
Combating the Financing of Terrorism
and Financing of Illegal Organizations.

Money’s Worth: value added onto an
SVF by the Customer; value received on
the Customer’s SVF account; and value
redeemed by the Customer include not
only “money” in the primary sense but
also other forms of monetary
consideration or assets such as values,
reward points, Crypto-Assets, or Virtual
Assets. For example, a value top-up of an
SVF account may take the form of
values, reward points, Crypto-Assets, or
Virtual Assets earned by the SVF
Customer from making purchases of
goods and services. Similarly, value
received on the account of the SVF
Customer may take the form of an on-
line transfer of value, reward points,
Crypto-Assets, or Virtual  Assets
between fellow SVF Customers.

Non-device Based Stored Value
Facility: is a facility which has the value
stored on a network-based account and
can be accessed through the internet, a
computer network or mobile network.
Examples include internet-based
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United Arab Emirate:

23.

24,

25.

26.

27.

payment platforms or mobile e-wallets
which provide “network-based
accounts” with which Customers can
store value for making payments for
online and off-line purchases, or for
person-to-person funds transfers.

Operating Rules: are rules set up by a
Licensee to cover the complete chain of
an SVF’s operation including but not
limited to Customer account opening and
maintenance, merchant acquisition and
contractual relationships with business
partners,  pre-transaction,  payment
authorization and  post-transaction
processes.

Senior Management: a team of
individuals at the highest level of
management of the Licensee who have
the day-to-day tasks of managing the
Licensee’s business.

Single-purpose Stored Value Facility: a
facility that in respect of which the issuer
gives an undertaking that, if the facility is
used as a means of making payments for
goods or services (not being money or
Money’s Worth) provided by the issuer,
the issuer will provide the goods or
services under the rules of the facility. A
Closed Loop Payment Scheme is a

typical Single-purpose Stored Value
Facility.
State: the United Arab Emirates,

excluding the Financial Free Zones.

Stored Value Facility (SVF): A facility
(other than cash) for or in relation to
which a Customer, or another person on
the Customer’s behalf, pays a sum of
money (including Money’s Worth such

10
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United Arab Emirate:

28.

29.

30.

31.

as values, reward points, Crypto-Assets
or Virtual Assets) to the issuer, whether
directly or indirectly, in exchange for: (a)
the storage of the value of that money
(including Money’s Worth such as
values, reward points, Crypto-Assets or
Virtual Assets), whether in whole or in
part, on the facility; and (b) the “Relevant
Undertaking”. SVF includes Device-
based Stored Value Facility and Non-
device based Stored Value Facility.

SVF lIssuer: a company which carries
out the business of the provision of SVF
and is responsible and accountable for the
safekeeping of the Float.

Relevant Undertaking: In relation to an
SVF, Relevant Undertaking means an
undertaking by the Licensee that, upon
the use of SVF by the Customer as a
means for payment for goods and
services (which may be or include money
or Money’s Worth) or payment to
another person, and whether or not some
other action is also required, the
Licensee, or a third party that the SVF
Issuer has procured to do so, will, in
accordance with the Operating Rules: (a)
supply the goods or services; (b) make
payment for the goods or services; or (c)
make payment to the other person, or as
the case requires.

Virtual Assets: Virtual assets include
digital tokens (such as digital currencies,
utility tokens or asset-backed tokens) and
any other virtual commodities, Crypto
Assets and other assets of essentially the
same nature.

Virtual Asset Service Provider: is a
business which conducts Virtual Assets-

11
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United Arab Emirate:

related activities or operations for or on
behalf of another natural or legal person.
The activities or operation may include
exchange between Virtual Assets and fiat
currencies; exchange between one or
more forms of Virtual Assets; transfer of
Virtual Assets; safekeeping and/or
administration of Virtual Assets or
instruments enabling control over Virtual
Assets; and participation in and provision
of financial services related to an issuer’s
offer and/or sale of a Virtual Asset.

PART I - LICENSING
REQUIREMENTS

Article (2): Scope of application

1. This Regulation applies to all SVF as
defined in Article (1) Definition.

License required for issuing SVF

2. Issuing and operating SVF in the State
requires a prior License from the Central
Bank. It is prohibited to carry on the
activity of issuing or operating SVF
without prior License except if the issued
SVF is a Single-purpose Stored Value
Facility.

Exclusion of certain types of SVF

3. On application by an Issuer, the Central
Bank may exempt an SVF from the
licensing requirements and will do so
based on the risk the SVF poses to its

12
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(potential) Customers, Customer funds

ey olaadl oSl Lo Lladl

and the financial system.

The types of SVF that may be exempted
from the licensing requirements by the
Central Bank include:

4.1. SVF used for certain cash reward
schemes. Such SVF may be used
for storing only a sum of money paid
by (i) the issuer; or (ii) a person who
agrees to pay a sum of money for
storage in the facility under an
agreement with the issuer and the
sum of money stored may only be
used for making payments for goods
or services provided by the issuer or
person under very specific terms
and conditions of the facility.
Examples include loyalty schemes
provided by shops and supermarkets
which offer cash rewards for
customer loyalty;

4.2. SVF used for purchasing certain
digital products. Such SVF may
only be used as a means of making
payments for goods or services that
are delivered to, and are to be used
through, a telecommunication,
digital or technology device; the
payments are executed through such
a device; and the
telecommunication,  digital  or
technology operator acts as an
intermediary between the Customer
of the facility and the provider of the
goods or services. Examples
include purchase of digital contents
such as ringtones, music, videos,
electronic  books, games and
applications that can be used on
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4.3.

4.4,

4.5.

smartphones, computers or other
information technology devices;

SVF used for certain bonus point
schemes. Such SVF may be used
only for storing points or units (by
whatever name called) that are
Money’s Worth provided by (i) the
issuer; or (ii) a person who agrees to
provide goods or services to the
Customer under an agreement with
the issuer. The Customer may use
the points or units for making
payments for the goods or services
provided by the issuer or person
either by (i) using only the points or
units; or (ii) using the points or units
together with a sum of money (in
any currency) that is stored on the
facility temporarily for the sole
purpose of executing the payments;
and the sum of money so stored is
not redeemable for cash. Examples
are airline mileage programs and
customer loyalty schemes that
provide non-cash  points to
customers to reward their patronage,
and whereby such points and value
stored, if any, is not redeemable for
cash;

SVF that can only be used within a
limited group of goods or services
providers. Such SVF may be used as
a means of making payments only
for goods or services provided by (i)
the issuer; or (ii) a person who
provides the goods or services under
an agreement with the issuer; and

whereby (i) the aggregate amount of
the Float of the facilities does not
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5.

exceed half a million Dirham
(500,000 AED) or its equivalent
and the aggregate number of
Customers is not more than 100. If
a potential SVF Issuer wishes to
apply for this particular exemption,
the SVF is required to test out its
product before making a full launch
of SVF. In this regard, the relevant
issuer is required to participate in
the Central Bank’s FinTech Office
sandboxing arrangement for a
possible trial run.

The Central Bank may request any
information from an exempted SVF
Issuer when the Central Bank considers it
necessary to determine its eligibility for
exemption and continued exemption.
The Central Bank may declare an SVF
not exempt from the licensing
requirement and require the issuer of the
SVF to apply for a License.

Overseas SVF schemes

6.

It is prohibited for an SVF without a prior
License to publish in the State or
elsewhere, an advertisement, invitation
or document which is, or contains, an
invitation or a solicitation to the public of
the State relating (whether in whole or in
part) to the issuance of SVF.

Relevant factors to be considered

7.

The Central Bank will take into account
the factors to determine whether an
overseas SVF is issued in the State or a
person publishes an advertisement,
invitation or document which is, or
contains, an invitation or solicitation to
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the State public relating to the issuance of
SVF.

In determining whether an SVF scheme
is presented or provided in such a manner
that it appears to be issued in the State,
the Central Bank will consider all
relevant factors including, in particular,
the following:

8.1. whether the location for the delivery
of the facility and the provision of
the subsequent customer service to
facility users is in the State;

8.2. whether the location for and the
manner to top-up the SVF is through
channels in the State (e.g. banks in
the State);

8.3. whether the promotional material is
targeted, via “push” techniques, at a
group or groups of people whom the
issuer knows, or should reasonably

know, reside in the State. “Push”
techniques include  spamming,
broadcasting or directing

information to a particular person or
group of people through, for
instance, e-mails, SMS messages
and any social media channels;

8.4. whether any news group, bulletin
board, chat room or similar facility
associated with the site has been
used to promote the SVF service in
the State; and

8.5. in the case of services details and
promotional material hosted on a
site, the Central Bank will assess
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9.

whether the website's existence has
been included in a State search
engine or the State section of a
search engine; and whether the SVF
advertisements, in print or online
forms, are easily accessible in the
State and whether the website has
been advertised in the State through
advertising agencies, in periodicals

(e.g. newspapers, journals or
electronic  publications) or by
broadcasting (e.g. television or
radio).

In determining whether the content of the
issuer’s website and the relevant
promotional materials are written in a
manner which gives an impression that
the SVF is issued in the State, the Central
Bank will take a holistic approach and
consider a host of factors including but
not limited to the following:

9.1. whether representations made in any
promotional materials and
advertisements  regarding  the
location of the issue of the SVF and
the usage of that facility is in the
State; and

9.2. whether the website and its
functions are designed in a manner
that may imply or give the

impression that the SVF is issued in
the State, such as the languages used
in the SVF website (e.g. the Arabic
language), the use of particular
domain name such as a State domain
name, the currencies accepted for
the services (e.g. AED), contact
details in the State.
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10.

11.

12.

The Central Bank will consider all
relevant factors including, in particular,
whether reasonable precautions are in
place to avoid the promotional materials
being made available or accessible to
persons in the State and whether the
issuer has systems in place to avoid
providing services to persons residing in
the State.

The Central Bank may also consider
matters such as whether the SVF Issuer
has established a physical presence in the
State; and whether it has established
business relationships with banks or
financial institutions in the State for
payment or other banking support
services in the State.

The above factors and criteria are neither
exhaustive nor conclusive. The Central
Bank will use a holistic approach to judge
each case on its merits and take into
account the particular circumstances and
all relevant facts.

Article (3): Licensing requirements

1.

In accordance with Article (65) of the
Central Bank Law, the provision of
Stored Value Facilities is considered a
Licensed Financial Activity and subject
to the Central Bank’s licensing and
supervision in accordance with the
provisions of the Central Bank Law. In
this connection, an Applicant must
satisfy the licensing requirements set by
the Central Bank for SVF issuance, and
continue to do so on an ongoing basis as
a Licensee.
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2. The Applicant must be a company 3 &aue 48 50 Gallall adia S ol g 2

incorporated in the State, including free
zones but excluding Financial Free
Zones.

Applicants must meet, or demonstrate
that they will meet upon License
issuance, the ongoing requirements set
out in Articles (7) to (14) of this
Regulation applicable to Licensees, in
particular:

3.1. The requirements regarding
financial resources as set out in
Acrticle (7) of this Regulation. The
Central Bank may add additional
requirements regarding financial
resources or increase the existing
ones as a condition for License
issuance, where it considers such
additional requirements necessary;

3.2. The requirements regarding their

principal business, as set out in

Acrticle (7) of this Regulation. The

Application must disclose to the

Central Bank any activities and

secondary or ancillary businesses

that the Applicant conducts or plans
to conduct that may not be directly
related to the issuance of SVF;

3.3. The requirements regarding
corporate governance, general risk
management and internal control,
and accounting system as set out in
Articles (8) to (10) of this
Regulation. In particular, board of
directors, the Senior Management,
and the Controlling Shareholder
must have been approved by the
Central Bank as fit and proper in the
context of the Application before

the License is granted;
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3.4. The requirements regarding risk
management policies and
procedures for the management and
protection of the Float, as set out in
Article (11) of this Regulation;

3.5. The requirements
technology and specific risk
management policies and
procedures for managing the risks
arising from the operation of the
SVF business, as set out in Article
(12) of this Regulation;

regarding

3.6. The requirements regarding
business conduct and Customer
protection as set out in Article (13)
of this Regulation;

3.7. The requirements regarding anti-
money laundering and countering
the financing of terrorism, as set out
in Article (14) of this Regulation.

As part of the licensing process, separate
face-to-face meetings between Central
Bank staff and the Applicant’s board of
directors and the Senior Management
may be conducted.

Independent assessments

5. The Applicant is required to submit a

report of independent assessments on
seven key areas based on the scope set
out in paragraphs 3.3 to 3.7 above: (a)
corporate  governance  and  risk
management; (b) Float management; (c)
technology risk management; (d)
payment security management; (e)
business continuity management; (f)
business conduct and  Customer
protection; and (g) AML/CFT control
systems.
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6. The Central Bank expects the Applicant

to appoint one or more competent and

qualified  assessor(s), which are
independent from the business units of
the Applicant, to carry out the

independent assessments. The assessors
should not be involved in the operations
to be reviewed or in selecting or
implementing the relevant control
measures to be reviewed, have relevant
knowledge and experience, and should
be able to report their findings
independently. They should also confirm
to the Central Bank that there is no
conflict of interest in the conduct of
independent assessments.

Bank that are deemed to be licensed for
providing of SVF, are exempted from the
assessment  report  mentioned in
paragraphs 5 and 6 above, unless the
Central Bank explicitly requires the
report from them.

Article (4): Application procedure

Licensed bank to issue SVF

1. Although licensed banks are deemed to

be authorized for the issuance of SVF,
they are nevertheless required to notify
the Central Bank in writing if they plan
to issue an SVF and carry out the SVF
business. A ‘“No Objection” letter is
required from the Central Bank before
the licensed bank concerned can
commence the SVF business.
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Preliminary meeting with the Central
Bank

2. Any company that is interested in
obtaining a License may obtain the
Application form from the Licensing
Division of the Central Bank.

3. The Senior Management of the company
is strongly encouraged to meet and
discuss the SVF business plan with the
Central Bank before submitting a formal
Application.

Consultation with home regulator

4. Where the Controlling Shareholder of
the Applicant is regulated by another
authority, including by authorities in
other jurisdictions, the Central Bank may
contact the relevant authority about the
Applicant. The Central Bank may take
into account the relevant authority’s
views in respect of matters such as the
financial soundness and the overall
internal control environment of the
Controlling Shareholder, and whether
the relevant home regulator has any
concern about that  Controlling
Shareholding extending its SVF business
to the State.

Completing and submitting the
Application

5. The Application must be lodged with the
Central Bank with the completed form
and the required documents as set out in
the Annex.

Processing of Application

6. The Central Bank may seek additional
information from the Applicant to reach
a decision on the Application. The
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circumstances of each

particular
Application will dictate the additional
information required. Specifically, the
applicant is required to submit a report of
independent assessments as set out in
paragraphs 5 and 6 of Article (3) of this
Regulation. The validity of the
assessment report should not exceed six
months after the report’s sign-off date.

Incomplete information may result in
delays. Applicants should, therefore,
pay attention to the following points:

7.1. All Applications must be submitted
with documents and information
listed in the Annex. The Applicant
will be informed in writing that the
Application is complete and the
processing of the Application will
begin;

7.2. Where an Application received is
incomplete or supporting
documents or information is
lacking, the Applicant will be
informed in writing that the
Application will be treated as
“draft” and will be asked to
complete the Application or
provide the missing information by
a date specified by the Central
Bank. Once a properly completed
Application with all necessary
supporting documents and
information is  received, the
Applicant will be notified in writing
that Application is complete and the
processing of the Application will
begin;

7.3. Where information requested is not
received by the specified date or a
revised date agreed in writing by the
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Central Bank at the request of the
Applicant, the Application may be
treated as “suspended” and the
Applicant will be notified of this in
writing;
7.4. Where  an  Application IS
“suspended”, the Applicant will be
informed in writing that the
processing of the Application will
cease temporarily. Suspended
Applications will be reactivated
only when the outstanding
information is submitted; and
7.5. Where an  Application is
“suspended” for 6 months or more
for any reasons, a new Application
will generally be required if the
Applicant wishes to pursue the
matter further.

Approval of Application

8.

10.

The Central Bank may approve an
Application for the License made by the
Applicant provided that all the licensing
criteria can be met by the Applicant.

The Central Bank may grant the License
without conditions or subject to any
conditions  attached. Conditions
attached to a License may include,
among others, imposing a higher level of
capital requirement, restrictions on the
SVF business or any secondary or
ancillary  businesses,  requirements
relating to protection of the Float, and
restrictions as to the maximum amount
of value that may be stored on an SVF,
etc.

If the Central Bank grants a License to
the Applicant, the Central Bank will:
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10.1.assign a unique reference number to
the License; and

10.2.specify in the License the date on
which the License is to take effect.

11. Specifically, a Licensee must ensure that
the License reference number of the
License is clearly displayed in the
Licensee’s website and promotional
materials.

Article (5): Suspension, withdrawal and
revocation of License

1. The Central Bank may suspend,
withdraw or revoke a License as
stipulated in the Central Bank Law.

2. In considering whether to exercise such
power, the Central Bank would have
primary regard to the need to maintain
the stability of the payment system in the
State, reputation of the UAE and to
protect the interests of the Customer or
potential Customer of the Licensee in
guestion.

3. Where a Licensee is suspended,
withdrawn or revoked, the Licensee must
immediately cease to take any further
sum of money from Customers.

Article (6): Authority over Licensees

1. The Central Bank may take all measures
and actions it deems appropriate for
achieving its objectives and discharging
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its functions, and may particularly take
the following actions, if it was found that
a material violation to the provisions of

this

1.1.

1.2.

1.3.

Regulation has occurred:

The Central Bank may require the
concerned Licensee to take
necessary actions to rectify the
situation immediately;

Appoint a specialized expert, or a
Central Bank employee, to advise
or guide the concerned Licensee, or
oversee some of its operations, for a
period specified by the Central
Bank. The concerned Licensee shall
pay remunerations of such
appointee if he is an expert from
outside the Central Bank; or

The Central Bank may appoint a
manager where the Central Bank is
of the view that the management of
the Licensee cannot be relied upon
to take appropriate steps to rectify a
situation. The main objectives of
appointing a manager to take
control of the management of a
Licensee are:

1.3.1.to provide for the control of the
affairs, business and property
of atroubled Licensee so that it
can be nursed back to health or
else be run down in an orderly
fashion; or

1.3.2.to safeguard the assets and
maintain the business of the
Licensee until a liquidator can
be appointed.
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1.4. Take any other action or measure,
or impose any penalties it deems
appropriate.

PART Il — ONGOING REGULATORY
REQUIREMENTS

Article (7): Principal business and

financial resources requirements

1. The principal business of a licensee
must be the issuance of SVF under a
License.

2. The principal business and financial
resources requirements set out in this
Acrticle do not apply to licensed banks
that carry out the SVF business in the
State.

Principal business requirement

3. For the avoidance of doubt, a Licensee
is not permitted to carry on any other
Licensed Financial Activity without
obtaining a License from the relevant
authority. If the Licensee wishes to
conduct any secondary or ancillary
businesses, the Licensee must seek
approval from the Central Bank before
undertaking such activity.

Financial resources requirements

4., A Licensee must maintain the

following:

4.1, paid-up capital of at least 15
million  Dirham (15,000,000
AED) or an equivalent amount in
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any other currency approved by
the Central Bank;

4.2. Aggregate Capital Funds must be
at least 5% of the total Float

received from the Customers.

The Aggregate Capital Funds consist of
the following items:

5.1. Paid-up capital;
revaluation

5.2. Reserves, excluding
reserves; and

5.3. Retained earnings.

The following items must be deducted
from Aggregate Capital Funds:

6.1. Accumulated losses; and

6.2. Goodwill.

A Licensee must be able to
demonstrate that its financial resources
are sufficient for implementing its
business model in a safe, efficient and
sustainable manner, without
compromising the interests of
Customers.

A Licensee must provide adequate
details to the Central Bank on the source
of funds that will be used to support the
proposed business activities.

A Licensee must demonstrate that it
will be able to maintain sufficient
financial resources to facilitate an
orderly wind-down of its SVF
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10.

business, including a smooth refunding
process.

The Central Bank may impose a higher
financial resources requirement if,
taking into account the scale and
complexity of a Licensee’s business, it
considers such a  requirement
important in ensuring that the Licensee
concerned has the ability to fulfil its
regulatory obligations under this
Regulation. An unconditional
irrevocable bank guarantee for the full
paid up capital amount in favor of the
Central Bank paid upon first demand
shall also be submitted to the Central
Bank with the application of the
License. Such a guarantee should be
renewable before expiry or based on
the Central Bank’s demand.

Article (8) Corporate Governance

Requirements

1.

A Licensee must have in place
appropriate risk management policies
and procedures for managing the risks
arising from the operation of its SVF
business that are commensurate with
the scale and complexity of the scheme.

The corporate governance requirements
set out in this Article do not apply to
licensed banks that carry out the SVF
business. Banks are required to adhere to
the Central Bank regulation and
standards for corporate governance at
banks.

Responsibilities of the board of directors

3.

A Licensee is required to have in place
sound governance arrangements for the

29

19| aanigll duspell o Lalfl s

CENTRAL BANK OF THE U.A.E.

glasl Alee Al elld 8 Loy & jal)
oMl J) sy

G WY ol Jda 4 el Al
5 )28 Oleal daga aad Gl s34
s adlal 3ilL (8l ‘_,J:; 4 ad
O S Qlaa g cang LS Gl s
s das e e OsSp shaall Jull Gl
&a&\@d&)@ﬂ\&@du)\
S leall 138 05 o syl
s e 2Ly gl aiadla elgiil J aasill

(el G eadl (e

.10

A gal) das gal) cilullaia 3(8) Balall

Silasans 4l G el (s 058 O o
Jaleill LDl Hlalaall 3 500) Ciled yal g
Jinii Jleel oo dailll L) ae
ORI P T FON I JC T

O bgail) el g ana

Gl RS pall e 3l Y
& gull e saldl oda i lgdle a saaiall
gt Jlael e ) dad jall
A Y @ gl e ety 4 5A) 2l
A sall iy (538 el i) dalaily

JEPR PRI

A

3 1Y) (o il gluna

Silat 5 4l 06 o pas el e
)l A3 Alad 1) Carg sl A g

3



! (’é ty
7@\\;\,\#

United Arab Emirate:

purpose of effective decision-making
and proper management and control of
the risks of its business and operations.
Such arrangements should include a
clear organizational structure with
well-defined, transparent and
consistent lines of responsibility. There
should also be clear documentation on
decision-making procedures, reporting
lines, internal reporting and
communication process.

As part of a sound governance
arrangement, a Licensee should put in
place a code of conduct which lays down
the standards of integrity and probity
expected of its management and
employees. The Licensee should also
have adequate systems for enforcing the
code of conduct, including regular
assessments of the relevancy and
effectiveness of the code.

The board of directors is responsible
for the sound and prudent management
of the Licensee’s SVF business
operations.

The board of directors should have an
adequate number and appropriate
composition of members to ensure
sufficient checks and balances and
collective expertise for effective and
objective decision-making. The size
and composition of the board of
directors will vary from institution to
institution depending on the size of the
Licensee and the nature and scope of
its activities.

The board
document

of directors should
and  clearly  define
appropriate  internal  governance
practices and procedures for the
conduct of its own work and have in

30

iyl il el o) )l iy
CENTRAL BANK OF THE U.A.E.

Sl e el Al 5591,
b3 Jadi o) hais Adiles s dllac
S s Al J}“\ O e el il
Baae Cllgpue an gl (oaphad
Alia ()58 o) gy Aludia s Al
35 el ja) Jsa Aaal g aili g Ll
SOl oY) Jaldlly o)

dhal il clilee 5 dlalal)

Gl § e s S 4l pad el e ny
Aslull Gl gy Aalull 485l
Ly Aalpl ulea 23y gl
OF ey apibhigey a5l (e Aad gial
Apulie dalail Wyl 4l (it yall (52l 585
55l sl Jadis e Lol (3lisa gyl

Al 5 45 (505 (Blnall

3)RY e Vs 5HlY) Galae (58
Al COend Gllaal dalall s Al
L Gad el 46 3al)

e S ae B HlaY Gadaal 580 o)) e
ey Olacal Caalid) o oSl g cliac Yl
A Ao pimgay Adlad laal Leleal)
clomel (pe&iy aae ol dl A
) A Geoaling 3oy Lulaa
LLHL} 4] ua;)d\ N LSP\

Ailaiil lai

3y G O 3Y) Qe oy
IS nll Slelyals Clajlas 7 suas
058 s cAllae ] yusnadl Aundiall Aulalall
sda gLl Glaal 433U Jilu sl 4l

4

.6



! (’é ty
7@\\;\,\#

United Arab Emirate:

place the means to ensure that such
practices are followed and periodically
reviewed with a view to ongoing
improvement.

Effective arrangements should be put
in place such that the board of directors
can assess the performance of the Senior
Management and hold them accountable
for their performance.

Fitness and propriety of officers and
Controlling Shareholder

9. A person must not become a chief

executive or director of a Licensee
except with the Central Bank’s
approval. The Central Bank’s approval
must be obtained for a person to
become Controlling Shareholder of a
Licensee. In considering the fitness and
propriety of the chief executive,
directors and Controlling Shareholder
of a Licensee, the Central Bank will
take into account factors including,
among others, the integrity, willingness
to uphold professional ethics and
industry  good  practices, and
competence of the person concerned.
Set out below are the Central Bank’s
general expectations in relation to the
fitness and propriety of chief
executives,  directors and  the
Controlling Shareholders of licensees.

Directors and chief executives

10. Given the leadership role of directors

and chief executives, fitness and
propriety will be assessed taking into
consideration their integrity and
competence, which will generally be
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assessed in terms of relevant
knowledge, experience, judgement as
well as leadership. Their commitment
and ability to devote sufficient time
and attention to the SVF business will
also be assessed. The standards
required from persons in these respects
will vary, depending on the scale and
complexity of a Licensee’s operations.

Controlling Shareholder

11.

In assessing the fitness and propriety of
the Controlling Shareholder, a key
consideration is the influence that the
Controlling Shareholder could
potentially have on the interests of the
Customers and potential Customers of
the scheme concerned. This has to be
assessed in the context of the
circumstances of individual cases. The
general presumption is that the greater
the influence on the Licensee, the
higher the standard will be for the
Controlling Shareholder to fulfil the
criterion.

Outsourcing

12.

13.

A Licensee may outsource activities
and processes to service providers,
including independent third parties, or
companies within the Licensee’s
group. Such outsourcing must be
approved by the Central Bank.

A Licensee is ultimately responsible
for the adequacy, service levels,
quality and security of the outsourced
activities and processes, including the
reliability, robustness, stability and
availability, of the outsourced
activities and processes as well as the
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14.1.Conduct a

integrity and protection of the
information held by the service
providers.

14. Prior to outsourcing an activity or
process, a Licensee must:

comprehensive
independent risk  assessment,
identifying all risks involved, and
ensuring that all material risks,
including business interruption risk,
and controls over Customer data
protection, are adequately managed.
The assessment should identify any
additional risks or increases in risks
caused by the outsourcing;

14.2.Perform an appropriate due diligence

regarding not just the cost and quality
of the services offered, but also on
the provider’s financial soundness,
reputation, managerial skills,
technical and operational capacity to
meet the Licensee’s requirements in
the longer run, ability to meet the
regulatory requirements with regard
to the services offered, familiarity
with the payment industry, and
capacity to keep pace with
innovation in the market.

14.3.Prior to outsourcing any process or

activity: (a) perform an appropriate
due diligence to ensure that the
services to be rendered fully meet
the performance and relevant
regulatory  requirements, (b)
executing appropriate outsourcing
agreements with the service
providers to set out clearly the
outsourcing arrangements and the
related rights and obligations, and
(c) carrying out proper transfer of
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the related operations or functions
to ensure smooth transition; and

14.4.Properly manage the outsourcing
arrangements on an ongoing basis
by performing appropriate regular
audits and/or quality reviews of the
outsourced operations or services.

15. The outsourcing agreement must set out
clearly:

15.1.The type and level of services to be
provided and the related performance
standards of the service provider,
including its contingency
arrangements in respect of daily
operational and systems problems;

15.2.The contractual obligations and
liabilities of the service provider;

15.3.The rights and obligations of the
Licensee including the relevant fees
and charges payable by the Licensee
and the rights of the Licensee to
access, retrieve and retain on a timely
basis accurate and up-to-date records
and make those records available for
inspection by the relevant authorities
including the Central Bank or an
independent assessor appointed by
the Licensee or the Central Bank, if
required; and

15.4.Data  handling controls and
arrangements relating to the storage,
backup, protection and
confidentiality, and data removal and
transfer arrangements upon
termination or expiry of the contract.
The right for the Licensee, the
Central Bank and/or an independent
assessor appointed by the Licensee
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16.

17.

or Central Bank to conduct an on-site
inspection and off-site review of the
operations and controls of the service
provider. This includes access by the
Central Bank or an appointed
independent assessor to the premises,
systems, record and documents
relevant to the outsourced activity or
process.

A Licensee should ensure that it has an
adequate understanding of its service
provider’s  contingency plan and
consider the implications for its own
business continuity planning in the event
that an outsourced service is disrupted
due to failure of the service provider’s
system. Such contingency plans should
be tested by the licensee and its service
providers regularly.

A Licensee should ensure that its
outsourcing arrangements comply with
the relevant personal data
privacy/protection requirements and
any relevant codes of practice,
guidelines and best practices issued by
the Central bank and relevant
authorities.

Location of Senior Management

18.

The chief executive and the alternate
chief executive should be individuals
who are ordinarily resident in the State.
Licensees must ensure that this
requirement is being complied with on
an ongoing basis. Furthermore, the
Senior Management team and the key
personnel responsible for scheme
operation,  system  support, risk
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management and compliance of the
Licensee must be based in the State.
Depending on the nature, scale,

Bl pad el elanll Jell s JleY)
Gl e Sl Gl 3

complexity of Dbusiness, and the
organization structure of the Licensee,
the Central Bank may approve
different arrangements.

Article (9): General risk management &
internal control systems

1. The Licensee must have in place
appropriate risk management policies
and procedures for managing the risks
arising from the operation of its SVF
scheme that are commensurate with the
scale and complexity of the scheme.

2. The general risk management and
internal control systems requirements set
out in this Article also apply to licensed
banks that carry out the SVF business in
the State.

Risk management

3. ALicensee must have in place effective
risk management framework, which is
approved by the board of directors.
Dedicated human resources should be
equipped with sufficient professional
knowledge and experience to oversee
the risk management and internal
control processes.

Liquidity risk management

4. A Licensee must establish and implement
an effective process for managing
liquidity risk that is appropriate for the
size and complexity of its operations. The
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objective is to ensure that the Licensee
will have sufficient liquidity to meet
different financial obligations arising
from its day-to-day operations as well as
redemption requests under all plausible
circumstances.

Internal controls

5.

6.

A robust internal control system must
be put in place to promote effective and
efficient operation, safeguard assets,
provide reliable  financial and
management  information,  enable
prevention or early detection of
irregularities, fraud and errors, and
ensure compliance with relevant
statutory and regulatory requirements
and internal policies.

A Licensee should put in place a
comprehensive business strategy and
plan, including details on the strategic
goals and roadmap. A business plan
should normally cover proposed business
in terms of geographical scope of
operations, target markets and Customer
breakdown, client types and base size,
product and services offering, delivery
channels, pricing strategy, and promotion
and marketing activities.

Compliance and internal audit functions

7.

A Licensee must maintain an effective
(i) compliance function; and (ii)
internal audit function to ensure
compliance with all applicable legal
and regulatory requirements as well as
its own policies, procedures and
controls. Among other factors, the
quality of a Licensee’s compliance and
internal audit functions will be assessed
by the Central Bank based on its:
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7.1. clear governance framework with  J& (4 aseae grial g S a jUa) 7.1

board level support to ensure il agas ol 5 oY) uls
effectlyt_a policies and sufficient dN S e, Al
authorities to  perform  the s
functions; il

7.2. relevant professional knowledge dall i dnigall 3 pall 348 jzall 7.2
and experience;

7.3. independence from business units; s AY! Juall s g e ADELY) 7.3

7.4. direct and unfettered access to the 1 adall ye 5 il Jeadl 7.4
board; 3,0 Lalae

7.5. coverage, comprehensiveness and  zal p  Adlady Adgady Akai 75

gffectivenes_s of compliance and 5 ¢l a5 QY
internal audit programs; and

7.6. ability to take timely and pro-  dasasaai Gilel yal Aad) e 3,38 7.6
active rectifying actions upon  -yls a0ad die Casliall ci gl

identifying non-compliance or P i o
dea g o) JUil axe
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8. The compliance function must not be  ddday ae JUeY) Aida g el a2 2y 8
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function.
Reporting to the Central Bank ¢ Bl i paal) A o RS agals

9. A Licensee must have effective el ja) d ad ) sal & ol ey 9
procedures to ensure submission of ULl s o gladd) wdi Glewal Allad

data and information requested by the b sl G 1 J8 e i slladl

Central Bank in a timely and accurate ) O, . .
manner, including: (a) incidents having o e AR Aok il sl

a material adverse impact on its i oAl Ll ) Ealsall (1) elld
business, operation, assets, risks or Aoal Jf alle dugigr_ A
reputation; and (b) breach of any gsi Al g (@) 5 Adran o o hlaa
statutory or regulatory requirements by U8 e doadanyl dugls bl
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10.

11.

12.

13.

the Licensee or its officers or

employees.

A Licensee should at least annually
perform a risk assessment by its own
risk management or audit function. If
the results of the risk assessment
suggest that a detailed independent
assessment is necessary, the Licensee
should conduct such assessment and
cover the following seven key areas: (a)
corporate  governance and  risk
management; (b) Float management;
(c) technology risk management; (d)
payment security management; (e)
business continuity management; (f)
business conduct and consumer
protection; and (g) AML/CFT controls
systems. If the Licensee has an
independent function elsewhere in its
group, with the relevant knowledge and

experience, the independent
assessment can be conducted by its
internal  function. Otherwise the

assessment must be carried out by an
independent third party.

The report mentioned in paragraph 10
above must be submitted to the Central
Bank after being approved by the board
of directors. These reports must include
an executive summary highlighting the
key risks, most important findings and
the actions for rectifying the issues.

Avrising from the findings of the annual
risk assessment, a Licensee that is unable
to meet its obligations must immediately
report this to the Central Bank.

A Licensee must also immediately notify
the Central Bank of any breach or
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4. A Licensee must have

potential breach of major regulatory

requirements in this Regulation.

Article (10): Information and
accounting systems

1. Theinformation and accounting systems,

risk management and internal control
systems set out in this Article do not
apply to licensed banks that carry out the
SVF business in the State. Banks must
comply with the relevant regulations in
these areas issued by the Central Bank
for banks.

Information and accounting systems

2. A Licensee must have in place robust

information and accounting systems to
(a) record all business activities in a
timely and accurate manner; (b)
provide quality management
information to enable effective and
efficient management of business and
operations; and  (c)  maintain
appropriate audit trail to demonstrate
effectiveness of controls.

A Licensee must properly maintain
books and accounts and prepare
financial statements and returns in
compliance with all applicable
regulatory reporting requirements and
accounting standards in the State.

Record keeping

in place
adequate record keeping policies and
systems for maintaining accurate and
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procedures to protect its information
and accounting systems, databases,
books and accounts, and other records
and documents from unauthorized
access, unauthorized retrieval,
tampering and misuse.

A Licensee must also adequately protect
the Customer data (including Customer
identification and transaction records)
which are required to be stored and
maintained in the State. Such data can
only be made available to the
corresponding Customer, the Central
Bank, other regulatory authorities
following prior approval of the Central
Bank, or by a UAE court order. A
Licensee must store and retain all
Customer and transaction data for a
period of five years from the date of the
creation of the Customer data, or longer
if required by other laws.

Article (11): Management and

safekeeping of the Float

1. A Licensee must have in place an

effective and robust system to protect
and manage the Float to ensure that: (a)
all funds are deployed for the
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prescribed wusage only; (b) funds
belonging to Customers are protected
against claims by other creditors of the
Licensee in all circumstances; and (c)
funds are protected from operational
and other relevant risks.

ASslaall U5 (5 () el aaaall
cpilall GllUae aca dase eDkaall
(s hl) a8 4l (ad jall o A
Dbl e dgene JIsY) (7)) Ols

Al cd a1 Hhla g Jull

2. A Licensee may need to seek an external
legal opinion on the protection
arrangement of the Float to ensure the
legal soundness of the arrangements and

E)uu\;ﬂbé\dua;ﬂ\c&ﬁ 2
Jlsel i i 5 Jm
A A lal ol glacal oSl

to commission an independent review to
ensure the operational soundness.

Licensed banks are required to comply
with the requirements set out in
paragraphs 7 to 16 in this Article, and are
exempt from the other paragraphs.
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Protection of the Float Nzl ) gal Aslas

4. A Licensee must put in place an i may Al gad el e oy 4

effective contractual arrangement to
ensure the legal right and priority claim
of the Float by Customers in the event
of insolvency of a Licensee. With
respect to the contractual arrangement, a
Licensee should ensure that the assets of
the Float must be adequately protected
from any possible claims and in
segregated accounts with licensed banks
or a foreign bank recognized by the
Central Bank.

Alternatively, an effective bank
guarantee and/or insurance coverage
may be used. For the avoidance of
doubt, any funds received by the
Licensee that are not yet credited to the
Customers’ accounts, or funds that are
still held by the Licensee but have
already been deducted from the
Customer’ account are treated as the
Float received from the Customer and
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must be accorded the same level of
protection.

Lo laall (5 gl

Where circumstances warrant a trigger ~ J) sa) sale) g bl Cuagl Js 2 6
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of the redemption process, the Central J d'u“ ‘;Q\ ol ) o
Bank will consider factors including but Baally cCpinall oSaall jUad) : sl
not limited to notification to relevant  dlwll o5l LA Juanll (0 ad iy Al
Customers, the duration in which a e [uehy Al Gighdlly il
Custome_r is expected to receive the .Y Glo Jsanll LIRS Jseall
redemption, and the steps that a 23 il
Customer needs to take to seek '
redemption.
A Licensee must ensure that there are 2ga 5 (0 XU A ad ) o ny 7
sufficient funds for the redempﬂo_n of < ¢daadl ) s ey 4l Jl sl
the Float to all Custo_m_ers at aII_t_lmes A o ey ccli N1 S o Sl
and there are sufficient additional Gl il s L.A\ ) o
funds to pay for the costs of ~&XF =% ¢'°' S Afal Sl
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to ensure timely and accurate records of
funds paid into and out of a Licensee’s
Float, with appropriately regular
reconciliation between system records
and the actual Float (e.g. balances of the
dedicated bank account holding the
Float). Such reconciliation should be
done at least on a daily basis.
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9.

10.

11.

A Licensee must ensure that all
Customer accounts in the SVF scheme
Customer ledger are maintained in an
accurate and timely manner and that
the aggregate balance of all Customer
accounts in the ledger accurately
reflects the total amount of the Float of
the SVF scheme at all times.

The assets, including cash and bank
deposits, in which the Float of an SVF
scheme are held must be segregated
from the Licensee’s own funds as well
as funds received for the Licensee’s
other business activities.

A Licensee must put in place effective
internal  control  measures  and
procedures, which constitute an
integral part of the Licensee’s overall
robust internal control system, to
protect the Float from all operational
risks, including the risk of theft, fraud
and misappropriation.

Management of the Float

12.

13.

The Float of an SVF scheme must be
managed mainly for the purpose of
liquidity management to ensure that
there will always be sufficient funds
for redemption. A Licensee must put in
place effective liquidity management
policies, guidelines and control
measures commensurate with the mode
of operation of the SVF scheme in
respect of the assets in which the Float
are held.

A Licensee must not adopt a business
model that takes investment returns
from the Float management as a
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14.

15.

significant source of income. A
Licensee who proposes to hold a
proportion of the Float in low risk
financial assets other than cash or bank
deposits must obtain the Central
Bank’s prior written consent by
demonstrating to the Central Bank that
the Float will be adequately protected
from all relevant risks, including
investment risk, market risk,
concentration risk and liquidity risk.
The Licensee seeking the Central
Bank’s prior consent must put in place
adequate investment policies and
guidelines and effective control
measures to protect the Float from all
relevant risks.

Unless  effective  currency  risk
management policies, guidelines and
control measures are put in place,
mismatch between the currency
denomination of the Float and that of
the assets in which the Float are held is
not allowed except for the mismatch
between AED and US dollar positions.

If there are legitimate reasons that render
it inevitable for a Licensee to run a
currency mismatch as described in
paragraph 14 above, the licensee must
obtain an exemption from the Central
Bank. Licensees exempted from this
provision, will be expected to put in
place  appropriate  policies  and
procedures to monitor or manage the
foreign exchange risk arising therefrom
and to ensure the sufficiency of the Float.
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16. In

Reporting to the Central Bank

respect of the protection and
management of the Float, any material
non-compliance with any regulatory
requirements or internal policies,
procedures and controls as well as any
material unresolved discrepancies
identified in any reconciliation must be
reported to the Central Bank together
with adequate rectification measures
immediately through the established
communication channels.

Article (12): Technology and Specific

Risk Management

1. A Licensee is expected to take into

account international best practices and
standards ~ when  designing  and
implementing the technology and
specific risk management systems and
processes.

All  technology and specific risk
management requirements set out in this
Article also apply to licensed banks that
carry out the SVF business in the State.

Technology risk management

3. A Licensee must establish an effective

technology and cyber security risk
management framework to ensure (a)
the adequacy of IT controls, (b) cyber
resilience, (c) the gquality and security,
including the reliability, robustness,
stability and availability, of its
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computer and payment systems, and
(d) the safety and efficiency of the
operations of the SVF scheme. The
framework must be “fit for purpose”
and commensurate with the risks
associated with the nature, size,
complexity and types of business and
operations, the technologies adopted
and the overall risk management
system of the Licensee. Consideration
should be given to adopting recognized
international standards and practices
when formulating such risk
management framework.

A Licensee must establish an incident
management framework with
sufficient management oversight to
ensure effective incident response and
management capability to deal with
significant incidents properly. This
includes: (a) timely reporting to the
Central Bank of any confirmed
technology-related fraud cases or major
security breaches, including cyber-
attacks, cases of prolonged disruption
of service and systemic incidents
where Customers suffer from monetary
loss or Customers’ interests are being
affected (e.g. data leakage) and (b) a
communication strategy to address the
concerns any stakeholders may have
arising from the incidents, and restore
the reputational damage that the
incidents may cause.

An effective technology risk
management framework should
comprise proper IT governance, a
continuous technology risk management
process and implementation of sound IT
control practices.
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IT governance

e glaall L ol 385 daS g

6. A Licensee must establish a proper IT

se Cileglaall La gl oS5 AaSsn Jadi 6

governance framework. IT governance
covers various aspects, including a clear
structure of IT functions and the
establishment of IT control policies.
While there could be different constructs,
the major functions should include an
effective IT  function, a robust
technology risk management function,
and an independent technology audit
function.

A set of IT control policies that fits the
Licensee’s  business model and
technology applications, must be put in
place. The IT control policies which
establish the ground rules for IT controls
must be formally approved by Senior
Management and properly implemented
among IT functions and business units.
Processes used to verify compliance with
IT control policies and the process for
seeking appropriate approval by Senior
Management for dispensation from IT
control policies must also be clearly
specified, and consequences associated
with any failure to adhere to these
processes are in place.

Technology risk management process

8. A Licensee must put in place an effective

risk management system that fits its
specific business model and risk profile.
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9. A robust process must be established to
manage all changes (e.g. changes arising
from new products, services, processes,
contract terms, or any changes of
external factors such as law and
regulations) that might change a
Licensee’s technology risk exposures.
All identified risks must be critically
evaluated, monitored and controlled on
an ongoing basis.

10. A general framework for management of
major technology-related projects, such
as in-house software development and
acquisition of information systems must
be established. This framework should
specify, among other things, the project
management methodology to be adopted
and applied to these projects.

Project life cycle

11. A full project life cycle methodology
governing the process of developing,
implementing and maintaining major
computer and payment systems should
be adopted and implemented.

12. Where a Licensee acquires a software
package from vendors, a formal software
package acquisition process should be
established to manage risks associated
with acquisitions, such as breach of
software license agreement or patent
infringement.

13. Quality assurance review of major
technology-related projects by an
independent party, with the assistance of
the legal and compliance functions
should be conducted if necessary.
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Security requirements

14.

Security requirements should be defined
clearly in the early stage of system
development or acquisition as part of
business requirements and adequately
built during the program development
stage.

Coding practice

15.

Guidelines and standards for software
development with reference to industry
generally accepted practice on secure
development should be developed.
Source code reviews (e.g. peer review
and automated analysis review), which
could be risk-based, as part of software
quality assurance process should be
conducted.

System testing, acceptance and
deployment

16.

17.

A formal testing and acceptance process
should be established to ensure that only
properly tested and approved systems are
promoted to the production environment.
The scope of tests should cover business
logic, security controls and system
performance under various stress-load
scenarios and recovery conditions.

Segregated environments for
development, testing and production
purposes should be maintained. System
testing and user acceptance testing
(UAT) should be properly carried out in
the testing environment. Production data
should not be used in development or
acceptance testing unless the data has
been desensitized and prior approval
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from the information owner has been
obtained.

Segregation of duties

18. Segregation of duties among IT teams

should be properly maintained.
Developers should not be able to get
access to production libraries and
promote programming code into the
production environment. If automated
tools are used for the promotion of
programming code, adequate
monitoring, reviews and checks by
independent teams should be done.
Vendor accesses to the UAT
environment, if necessary, should be
closely monitored.

End-user computing

19. An inventory of end-user developed

applications should be maintained and
where necessary, control practices and
responsibilities with respect to end-user
computing to cover areas such as
ownership, development standard, data
security,  documentation,  data/file
storage and backup, system recovery,
audit responsibilities and training should
be established.

IT service support - Problem management

20. A problem management process to

identify, classify, prioritize and address
all IT problems in a timely manner
should be established. A trend analysis of
past incidents should be performed
regularly to facilitate the identification
and prevention of similar problems.
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Change management

21. A formal change management process

should be developed to ensure the
integrity and reliability of the production
environment and that the changes to
application systems, system software
(e.g. operating systems and utilities),
hardware, network systems and other IT
facilities and equipment, are proper and
do not have any undesirable impact on
the production environment. Formal
procedures for managing emergency
changes (including the record keeping
and endorsement arrangement) should
also be established to enable unforeseen
problems to be addressed in a timely and
controlled manner.

Security baseline standards

22. Control procedures and baseline security

requirements, including all
configurations and settings of operating
systems, system software, databases,
servers and network devices should be
adequately and accurately documented.
Periodic reviews on the compliance of
the security settings with the baseline
standards should be performed.

IT operation - Job scheduling

23. The initial schedules and changes to

scheduled jobs should be appropriately
authorized. Procedures should be in
place to identify, investigate and approve
departures from standard job schedules.
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Vulnerability and patch management

24,

25.

26.

A combination of automated tools and
manual technigues should be deployed to
regularly ~ perform  comprehensive
vulnerability assessments. For web-
based external facing systems, the scope
of vulnerability assessment should
include common web vulnerabilities.

Patch management procedures should be
formulated to include the identification,
categorization, prioritization and
installation of security patches. To
implement security patches in a timely
manner, the implementation timeframe
for each category of security patches
should be defined based on severity and
impact on systems.

Security monitoring tools should be
implemented to  retain  system,
application and network device logs to
facilitate examination when necessary in
accordance with the Licensee’s defined
log retention policy. The tools should
also monitor and report, on a real-time
basis if possible, critical configurations
and security settings to identify
unauthorized changes to these settings
and block anomalies on IT assets, e.g.
abnormal user behaviors, unusual system
processes and memory access and
malicious callbacks to devices.

IT facilities and equipment maintenance

217.

IT facilities and equipment should be
maintained in accordance with the
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industry  practice, and suppliers’
recommended service intervals and
specifications to ensure the facilities and
equipment are well supported.

Mobile computing

28. Where a Licensee provides mobile
devices for its employees, policies and
procedures covering, among others,
requisition, authentication, hardening,
encryption, data backup and retention
should be established.

Network and infrastructure management

29. Overall responsibility for network
management should be clearly assigned
to individuals who are equipped with
expertise to fulfil their duties. Network
standards, design, diagrams and
operating procedures should be formally
documented, kept up-to-date,
communicated to all relevant network
staff and reviewed periodically.

30. A Licensee should have in place
adequate  measures to  maintain
appropriate segregation of databases
for different purposes to prevent
unauthorized or unintended access or
retrieval and robust access controls
should be enforced to ensure the
confidentiality and integrity of the
databases. In respect of any personal
data of Customers, including
merchants, a Licensee should at all
times comply with this Regulation, the
relevant data protection laws as well as
any relevant codes of practice,
guidelines or best practice issued by
the relevant authorities from time to
time.
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31.

32.

33.

Access to the information and
application systems should be restricted
by an adequate  authentication
mechanism associated with access
control rules. A role-based access control
framework should be adopted and access
rights should only be granted on a need-
to-have basis.

A security administration function and a
set of formal procedures should be
established for administering the
allocation of access rights to system
resources and application systems, and
monitoring the use of system resources to
detect any unusual or unauthorized
activities.

Due care should be exercised by
Licensees when controlling the use of
and access to privileged and emergency
IDs. The necessary control procedures
include: (a) changing the default
password; (b) restricting the number of
privileged users; (c) implementing strong
controls over remote access by privileged
users; (d) granting of authorities that are
strictly necessary to privileged and
emergency IDs; (e) formal approval by
appropriate senior personnel prior to
being released for usage; (f) logging,
preserving and monitoring of the
activities performed by privileged and
emergency IDs (e.g. peer reviews of
activity logs); (f) prohibiting sharing of
privileged accounts; (g) proper safeguard
of privileged and emergency IDs and
passwords (e.g. kept in a sealed envelope
and locked up inside the data center);
and; (h) changing of privileged and
emergency IDs’ passwords immediately
upon return by the requesters.
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35. A Licensee must keep pace with the — laladl A€ Al ad ydll e ) 35
trends_ir? cyber threat§. It may consider .o Glly ;& 38y Al ) Cilaagdll
subscribing to quality cyber threat Closles et b ol juay) Gk

intelligence services, which are relevant .. R .
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gather cyber threat intelligence with the | . .
Lo RGN \
aim of facilitating the SVF industry to =~ < = slae ey 48 s AY

better prepare and manage cyber security 50! ‘4*" A sl ilagagdl
risks. adadl el Sl 5l (s sl
A3l Al 0l

56



7@\\;\,\#

United Arab Emirate:

! (’é ty

Penetration and cyber-attack simulation
testing

36. A Licensee must regularly assess the

necessity to perform penetration and
cyber-attack simulation testing.
Coverage and scope of testing should be
based on the cyber security risk profile,
cyber intelligence information available,
covering not only networks (both
external and internal) and application
systems but also social engineering and
emerging cyber threats. A Licensee
should also take appropriate actions to
mitigate the issues, threats and
vulnerabilities identified in penetration
and cyber-attack simulation testing in a
timely manner, based on the impact and
risk exposure analysis.

Internet connected device

37. As Internet evolves, more devices or

appliances are embedded with Internet
connectivity. These devices with
“always on” network connectivity may
create more end-points which allow
intruders to get access to a Licensee’s
critical IT infrastructure. The Licensee
should pay attention to related risks and
take appropriate measures accordingly.

Payment security management

38. A Licensee must put in place a robust

payment security management
framework that is commensurate with
the scale and nature of payment
security risks associated with its SVF
schemes to effectively monitor,
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39.

identify, evaluate, respond and
mitigate the payment security risks
arising from the operation of the SVF
schemes.

A Licensee must have adequate
policies and procedures on the
ownership, classification, storage,

transmission, processing and retention
of information collected from
Customers through registration of SVF
service and execution of payment
transactions to ensure confidentiality
and integrity of the information.

Information ownership

40.

An information owner should be
assigned to the specific information
being collected, processed, created, and
maintained.  The information owner
should be accountable for classification,
usage authorization and protection of
information processed by and stored in
systems.

Information classification

41.

Information should be classified into
different categories according to the
degree of sensitivity to indicate the
extent of protection required. To aid the
classification process, a Licensee should
develop guidelines and definitions for
each classification and define an
appropriate set of procedures for
information protection in accordance
with the classification scheme.

Information in storage

42,

Sensitive data stored in end-user devices
as well as the backend systems of
Licensees, such as payment data,
personal identifiable information and
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authentication data must be appropriately
secured against theft and unauthorized
access or modification. Sensitive data
should be encrypted and stored in a
secure storage environment, using strong
and widely recognized encryption
techniques.

Information in transmission

43.

44,

A Licensee must ensure that when
transmitting sensitive data, e.g. from a
Customer’s device to a Licensee’s
server, a strong and secure end-to-end
encryption is adopted and maintained in
order to safeguard the confidentiality and
integrity of the data, using strong and

widely  recognized cryptographic
techniques.
Where  applicable, communication

channels for data exchange should only
be open on a need-to-use basis. For
example, where it is practical to do so,
communications via contactless channels
should only be allowed after activation
by the Customer and within a limited
time window.

Information in processing

45,

If a Licensee offers merchant acquiring
services, it should require its merchants
to have necessary measures in place to
protect sensitive data related to payments
and should refrain from providing
services to merchants which cannot
ensure such protection. The Licensee
should also implement sufficient controls
to maintain and verify the integrity of the
information processed by its systems.
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Information retention and disposal

46. A Licensee must implement an
information retention and disposal policy
to limit the data storage amount and
retention time, having regard to
applicable legal, regulatory, and business
requirements.

Information minimization

47. In designing, developing and
maintaining  payment  services, a
Licensee should ensure that information
minimization is an essential principle of
the core functionality: gathering, routing,
processing, storing and/or archiving.

48. A Licensee must implement adequate
security measures to protect each
payment channel (including cards and
user devices) provided to Customers
for using its SVF against all material
vulnerabilities and attacks. A Licensee
providing payment card services should
implement adequate safeguards to
protect sensitive payment card data.

Customer device

49. A Licensee should assume that Customer
devices are exposed to security
vulnerabilities and take appropriate
measures when designing, developing
and maintaining payment services.
Security measures should be in place to
guard against different situations,
including unauthorized device access,
malware or virus attack, compromised or
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unsecure status of mobile device and
unauthorized mobile applications.

Mobile device for payment acceptance

50.

If mobile devices are used by merchants
to accept a Licensee’s payment solutions,
additional security measures should be
implemented to safeguard the mobile
payment acceptance solution, including
the detection of abnormal activities and
logging them in reports, and the
provision of merchant identification for
Customers to validate its identity.

Customer authentication

51.

52.

A Licensee should select reliable and
effective authentication techniques to
validate the identity and authority of its
Customers. Two-factor authentication is
normally  expected for  high-risk
transactions. Customer authentication is
stronger when two-factor authentication
is adopted by combining any two of the
following three factors: (a) something a
Customer knows (e.g. user IDs and
passwords); (b) something a Customer
has or possesses (e.g. one-time
passwords generated by a security token
or a Licensee’s security systems); and (c)
something a Customer is (e.g. retina,
fingerprint or voice recognition).

If a password (including a personal
identification number) is used as one
factor of authentication, a Licensee must
put in place adequate controls related to
the strength of the password (e.g.
minimum password length).
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Login attempts and session management Slaadall 3 13) g Jsaal Joawd <Y glaa

53. Effective controls include limiting the — Jisud &Y glas 23al oyl gia puia g 22y 53
number of login or authentlca_tlon (amaa e e 4 ;) Jsaall
attempts (e.g. wrong password entries),
implementing time-out controls and
setting time limits for the validity of
authentication. If one-time password is 3040 Dsoe AlS aldiul e JeAal
used for authentication purpose, a S e 8l sasl )
Licensee should ensure that the validity
period of such passwords is limited to the
strict minimum necessary.

‘d,m\u;aﬁ)suﬂf«yiﬁmw}
Luda 320 AnDa ) 5S5 f sle ] je cang s

Activities logging i) Jawus

54. A Licensee should have processes in  awea Jisudi Al (ad jall o) 5 Ol sy 54

place ensuring that all transactions are caniall JSAIL (385 Ja o3 cilileall
logged with an appropriate audit trail. i

55. A Licensee should have robust log files 38355 Jawal jas jall gl S o) e 55
allowing retrieval of historical data 4ay )5 cilily gla il mawy 5
including a full audit trail of additions, 5 .y . b L

modifications or deletions of
- \ ! - w Al - N -
transactions. Access to such tools, C b bl Sl QLAY (Sl

including privileged responsibilities,  Clesd) by Alsdll Clleal) alidd
should only be available to authorized o3 Jiay <l jaaall (553 o) U Ladd

personnel and should be appropriately — _» Zsa <8 o) cany &gV
logged. )

A
56. Channels should be provided for — (peadieall douliall &l g8l ~ia g 56

Customers to check their past ALl agilles daalyl
transactions.

Fraud detection systems JLbay) ciis dalai

57. A Licensee must operate transaction — 4@ ye alai Jaii Al Gl jall e gy 57
monitoring mechanisms designed to Sha e sl daaas cilleall

prevent, detect apd block frgudulent iary bl dlle ) i gudie il
payment transactions. Suspicious or )

.. .o N . . e - .
high-risk transactions should be subject d Pl D (e L Gl o )

to a specific screening, filtration and Agbiall Gllaall ol g 4485 alidy
evaluation procedure.
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58.

59.

Where an SVF enables a Customer to
bind a credit/debit/prepaid card as a
funding source for his/her SVF account,
the  Licensee should implement
appropriate verification arrangements, to
be conducted by the card issuer with the
cardholder (e.g. SMS one-time password
or other effective measures), to confirm
that cardholder gives consent to the card
binding. Such verification arrangement
should be triggered at least during the
binding process or when the card is
initially used by the relevant SVF
account. Licensees should disallow
binding a card if the relevant card issuer
does not support the verification
arrangement required by the Licensee or
fails to perform the required verification
with the relevant cardholder.

Where an SVF enables a Customer to set
up a direct debit from a bank account, the
Licensee should implement appropriate
measures to ensure that the setting up of
such a direct debit has been authorized by
the relevant bank account owner.

Administration of Customer accounts

60.

61.

If a Licensee allows a Customer to open
an account through online channel, a
reliable method should be adopted to
authenticate the identity of the Customer.
In general, the electronic know your
customer (eKYC) process currently
adopted by licensed banks is acceptable
for SVF account opening.

A Licensee should perform adequate
identity checks when any Customer
requests a change to the Customer’s
account information or contact details
that are useful for the Customer to
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receive important information or monitor
the activities of the Customer’s accounts.

Controls over higher-risk transactions

62.

63.

A Licensee should implement effective
controls, such as two-factor
authentication, to re-authenticate the
Customer before effecting each high-risk
transaction.  High-risk  transactions
should, at least, include: (a) transactions
that exceeded the predefined transaction
limit(s); (b) change of personal contact
details; and (c) unless it is not practicable
to implement in the SVF concerned,
transactions that exceeded the aggregate
rolling limit(s) (i.e. total value of
transactions over a period of time).

A Licensee should define the per
transaction limit(s) and the aggregate
rolling limit(s), having regard to factors
such as its fraud monitoring capability,
maximum stored value per SVF (if
applicable), maximum daily top up limit
(if applicable) and other fraud protection
mechanism implemented. Such limits
should be clearly communicated to
Customers.

Business continuity management

64.

A Licensee must have in place an
adequate business continuity
management program to ensure

continuation, timely recovery, or in
extreme situations orderly scale-down
of critical operations in the event of
major disruptions caused by different
contingent scenarios.  An adequate
business continuity management

64

19| aanigll duspell o Lalfl s

CENTRAL BANK OF THE U.A.E.

saiiall illeall 381 e ) Aala e slas

bl Llle cdlalaall o day gual)

(Allad Loy o 345 4l G all e ny
olele e 5385l dalad) e
JS w8 Jaend) e d8aladl) saley
et o sy il Adle 0 lelal)
L o8 e Hhaliall dle bl
i gt Gl adlabadl (1) 1l
owd (@) tlise 2aaall bl 22
SSaalle () 5 Haadall Juaiy) cilily
2 3A) al g AU 8 Llee @l
o Gjglat Al SO lalaall ¢ Sl
Aol of) 40 £ samall Tdleal) Aol
3 o Ol Al

(A

il s iy il et ) e
CSllaall sl aally dllae (S
Jaoad ool eal Badaa dniay 38 JAA
G a8l (JuEY) A
L) 43 3Al sl O3head Slilea
Lim) gladll asdl ol (Gl
e Aleall AT bl i (b
case b o) e (JY) @Y glas
ol s U< ¢ Dlaall e 48 el 3 5aal)

.62

.63

Jlas 1 4 1 el 514

gl Al pad el Gl 0sS Of g
Jae¥l 4 paind 5oy calia
Gl (Jaadl Sl painl e Gaalls
s Ayl clleall (min ) el
Wil byl 6 gadll @YW
Clasy sl Gk e Jled
Uy oS Adida Al

.64



! (’é ty
7@\\;\,\#

United Arab Emirate:

program comprises business impact
analysis, recovery strategies, a business
continuity plan and alternative sites for

business and IT recovery. These
components are elaborated further
below.

Business impact analysis

65.

66.

A business impact analysis normally
comprises two stages. The first stage is to
(a) identify potential scenarios that may
interrupt a Licensee’s services over
varying periods of time, and (b) identify
the minimum level of critical business
and payment services that must be
maintained in the event of a prolonged
service interruption.

The second stage of a business impact
analysis is a recovery time-frame
assessment. It aims to develop key
realistic, measurable and achievable
recovery time objectives: (a) maximum
tolerable downtime to recover and
resume the minimum service levels of
critical business and payment services;
(b) recovery time objective to recover
critical IT resources and critical business
and payment services; and (c) recovery
point objective to recover data in a
secure, timely manner and full integrity.

Recovery strategies

67.

A set of recovery strategies should be put
in place to ensure that all critical business
functions identified in business impact
analysis can be recovered in accordance
with the recovery timeframe defined.
These recovery strategies should be
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68.

69.

clearly documented, thoroughly tested
and regularly drilled to ensure
achievement of recovery targets.

A crucial element of service recovery is
robust record management. A Licensee
must put in place effective measures to
ensure that all business records, in
particular Customer records, can be
timely restored in case they are lost,
damaged, or destroyed. It is also crucial
for a Licensee to allow Customers to
access their own records in a timely
manner.

In determining a Licensee’s levels of
minimal services and the recovery
objectives, it should take into account a
host of relevant factors, including but not
limited to interdependency among
critical services/systems, expectations of
Customers and other stakeholders in
terms of speed, stability, and reliability
of its services, legal and reputational risk
implications.

Business continuity plan

70.

A business continuity plan must be
developed based on the business impact
analysis and related recovery strategies.
A business continuity plan should
comprise, at a minimum, (a) detailed
recovery procedures to ensure full
accomplishment of the service recovery
strategies, (b) escalation procedures and
crisis management protocol (e.g. set up
of a command center, timely reporting to
the Central Bank, etc.) in case of severe
or prolonged service disruptions, (c)
proactive communication strategies (e.g.
Customer notification, media response,
etc.), (d) updated contact details of key
personnel involved in the business
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continuity plan; and (d) assignment of

primary and alternate  personnel
responsible for recovery of critical
systems.

Alternate sites for business and IT

recovery

71. A Licensee should examine the extent to

72.

73.

74.

which key business functions are
concentrated in the same or adjacent
locations and the proximity of the
alternate sites to primary sites. Alternate
sites should be sufficiently distanced to
avoid any shared risk and being affected
by the same disaster.

A Licensee’s alternate site should be
readily  accessible, installed with
appropriate facilities and available for
occupancy within the time requirement
specified in its business continuity plan.
Appropriate physical access controls
should be implemented. If certain
recovery staff are required to work from
home in the event of a disaster, adequate
computer and systems facilities should
be made available in advance.

Alternate sites for IT recovery should
have sufficient technical equipment,
including communication facilities, of
appropriate model and capacity to meet
recovery requirements.

A Licensee must avoid placing excessive
reliance on external vendors in providing
business continuity management
support, including the provision of the
disaster recovery site and back-up
equipment and facilities. A Licensee
should satisfy itself that such vendors do
have the capacity to provide the services
when needed and the contractual
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75.

responsibilities of the vendors, including
the lead-time, types of support and
capacity, are clearly specified.

If a Licensee is reliant on shared
computing services provided by external
providers, such as cloud computing, to
support its disaster recovery, it should
manage the risk associated with these
services.

Senior Management oversight

76.

77.

Senior Management of the Licensee must
establish clearly, which function has the
responsibility for the entire process of
business continuity management, and
ensure that it has sufficient resources and
expertise.

Given the importance of business
continuity management, the chief
executive of a Licensee should prepare
and sign-off a formal annual statement
submitted to the board of directors on
whether the recovery strategies adopted
are still valid and whether the
documented business continuity plan is
properly tested and maintained.

Implementation of business continuity
plan

78.

79.

A Licensee is expected to conduct testing
of its business continuity plan at least
annually. Senior Management, primary
and alternate relevant personnel should
participate in the annual testing to
familiarize  themselves with  their
recovery responsibilities.

All business continuity planning related
risks and assumptions must be reviewed
for relevancy and appropriateness as part
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of the annual planning of testing. Formal
testing documentation (including test
plan, scenarios, procedures and results)
should be produced. A post mortem
review report should be prepared for
formal sign-off by Senior Management.

Reputation risk management

80.

81.

82.

A Licensee must establish and
implement an effective process for
managing reputation risk that is
appropriate for the size and complexity
of its operations. A Licensee should
integrate into its business processes
proper due diligence work to (a)
critically — assess  the  potential
reputational implications of its plans
and activities for itself and for the
industry; (b) take proactive actions to
avoid or contain the identified risks;
and (c) respond swiftly to mitigate the
potential impact should such risks
materialize.

A Licensee must also devote
appropriate resources to conduct
surveillance work with a view to
identifying any issues with reputational
implications for its operations. The
objective is to protect the Licensee
from potential threats to its reputation
and, should there be a reputation event,
minimize the effects of such an event.

A Licensee must ensure that the
relevant process is capable of detecting
and responding swiftly to new and
emerging threats to reputation,
monitoring the changing status of risks,
providing early warning of potential
problems to enable remedial actions to
be taken, and providing assurance that
therisks affecting reputation are under
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control.

Article (13): Business conduct and

Customer protection

3. A Licensee must ensure that

1. The SVF schemes must be operated

prudently and with competence in a
manner that will not adversely affect
the interests of the Customer or
potential Customer of the Licensee. All
Licensees must also comply with the
existing regulatory requirements for
consumer protection of the Central
Bank.

The business conduct and Customer
protection requirements set out in this
Acrticle also apply to licensed banks that
carry out the SVF business in the State.

Standard of conduct and business
practices

its
business is operated in a responsible,
honest and professional manner. A
Licensee must treat all Customers, as
well as merchants, equitably, honestly
and fairly at all stages of their
relationship with the Licensee. A
Licensee must also act in a manner that
will not adversely affect the interests of
the Customer or potential Customer or
the stability of any payment system in
the State.
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4.

5.

A Licensee must be responsible for the
acts or omissions of its employees,
service providers and agents in respect
of the conduct of its business.
Employees and agents of a Licensee
must be properly trained and qualified.

A Licensee must ensure that it adopts
and if needed, develops good business
practices that can demonstrate its
standard of conduct, including:

5.1. Due diligence must be performed by
a Licensee to ensure that all
promotional materials it issues are
accurate and not misleading;

5.2. A Licensee may use its websites and
mobile apps to provide links to e-
commerce portals and other online
merchants. When providing such
links, the Licensee must carry out
due-diligence on the e-commerce
portals and merchants acquired to
ascertain they are bona fide
companies conducting legitimate
business so as to manage reputation

risk; and

5.3. Websites or apps of a Licensee may
only provide hyper-links to other
websites which offer advisory
and/or sale of financial products and
services provided that the Licensee
has sought external legal opinion to
ensure that the arrangements
comply with all relevant legal and

regulatory requirements.

Schemes and Operating Rules
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6. The Operating Rules of an SVF scheme  adl) &3lbgadt Juadd ae) 8 () <5 ) oy 6

must be fair to all parties concerned. A
Licensee must operate its SVF scheme
in strict accordance with the relevant
Operating Rules.

If a Licensee intends to engage business
partners (e.g. merchant acquirers to
procure merchants), it must ensure that
the arrangement with business partners
will not compromise its obligations
under this Regulation in respect of
ensuring safe and efficient operation of
the SVF scheme, in particular:

7.1. The Licensee must conduct due
diligence on business partners to
carefully assess the risks involved
before engaging the business
relationship, and to put in place
adequate control mechanism to
mitigate the risks identified;

7.2. The Licensee must be satisfied that
the contractual relationship between
itself and business partners (e.g.
merchants) is clearly constructed
and enforceable with well-defined
division of duties and liabilities
supported by well-documented
service level agreements, and that
there are necessary safeguards in its
contractual relationship with the
business partners to ensure the
operational safety and efficiency of
the SVF scheme;

7.3. The Licensee must impose
appropriate controls and oversight
over the business arrangements with
its business partners (e.g. in case of
merchant acquirers), to ensure that
they have proper systems in place
for settlement of funds with the
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merchants and for mitigation of any
potential money laundering and
terrorist financing risks; and

7.4. The Licensee must ensure that the
arrangement of engaging business
partners is compliant with relevant
personal data privacy/protection
requirements and also observes this
Regulation and the relevant
supervisory guidelines on data
protection in order to safeguard the

interest of its Customers.

8. The Operating Rules of an SVF scheme

must provide that the amount of funds
received by a Licensee or its agent
from a Customer will be credited to the
account of the Customer and made
available for use by the Customer in a

timely manner according to the
Operating Rules.
Whilst the Central Bank will not

establish a hard limit on the maximum
amount of the value stored in each type
of Customer accounts under an SVF
scheme, a reasonable limit, supported
by business justifications and control
measures, must be set for the maximum
amount that can be stored in each type
of Customer accounts under an SVF
scheme. Different storage limits can be
set for different types of Customer
accounts according to their respective
features. All limits must be set out in
the Operating Rules. The Central Bank
may request a Licensee to change the
limits on a case-by-case basis if the
Central Bank considers it appropriate
to apply such limits or the business
justifications and control measures put
up by the Licensee are considered
unsatisfactory.
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10.

11.

A Licensee must set out and explain
clearly the key features, risks, terms
and conditions, and applicable fees,

charges and commissions of its
schemes, facilities, services and
products. Such details must be

effectively communicated and made
available to the relevant Customers, as
well as  merchants.  Additional
disclosures, including appropriate
warnings, must be developed to
provide information commensurate
with the nature, complexity and risks of
the schemes, facilities, services and
products.

A Licensee is solely responsible for the
robustness of its SVF scheme and as
such it must bear the full loss of the
value stored in a Customer account
where there is no fault on the part of the
Customer. In general, a Customer of the
Licensee must not be responsible for any
direct loss suffered by him/her as a result
of unauthorized transactions conducted
through his/her account.

Anti-fraud framework

12.

A Licensee must implement an anti-fraud
framework.  Such framework must
include duties and obligations of chief
executive officer, Compliance
Committee, and fraud reporting and
follow-up mechanism. Appropriate and
documented anti-fraud training must be
provided to all employees.

Security advice for Customers

13.

The Licensee should provide easy-to-
understand, prominent and regularly
reviewed advice from time to time via
effective methods and multiple channels
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14.

to its  Customers
precautionary measures.

on  security

A Licensee must manage the risk
associated with fraudulent emails,
websites and mobile applications, which
are designed to trick customers into
revealing sensitive user information such
as login identifiers, passwords and one-
time passwords.

Business exit plan

15.

16.

With a view to minimizing the
potential impact that a failure,
disruption, or exit of a Licensee would
have on Customers and the payment
systems in the State, a Licensee is
required to maintain viable plans for an
orderly exit of its business and
operations should other options be
proven not possible.

Among other things, a business exit
plan should (a) identify a range of
remote but plausible scenarios which
may render it necessary for a Licensee
to consider an exit; (b) develop risk
indicators to gauge the plausibility of
the identified scenarios; (c) set out
detailed, concrete, and feasible action
steps to be taken upon triggering the
exit plan; (d) assess the time and cost
required to implement the exit plan in
an orderly manner; and (e) set out clear
procedures to ensure that sufficient
time and financial resources are
available to implement the exit plan.
The plan should be reviewed on an
annual basis to ensure its relevancy and
workability.
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Systems interoperability

17.

18.

19.

A Licensee should ensure that its SVF
systems are interoperable with other
major payment systems in the State to
allow connectivity of all key payment
services. This is important for building a
cost effective and efficient digital
payment ecosystem in the State.

The Central Bank expects Licensees to
adopt a risk-based approach and refrain
from adopting practices that would result
in financial exclusion, particularly in
respect of the need for bona fide
businesses and individuals to have access
to SVF products and services.

The risk assessment processes should be
able to differentiate the risks of
individual Customers within a particular
segment or grouping through the
application of a range of factors,
including country risk, business risk,
product/service risk and
delivery/distribution channel risk. It is
inappropriate for Licensees to adopt a
one-size-fits-all approach.

Article (14): Anti-money laundering and

countering the financing of terrorism

procedures

1.

All Licensees must comply with the
existing legal obligations and regulatory
requirements for AML/CFT of the
Central Bank and address money
laundering and terrorist financing risks
through appropriate preventive measures
to deter abuse of the sector as a conduit
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for illicit funds, and detect money
laundering and terrorist financing
activities and report any suspicious
transactions to the Financial Intelligence

Unit at the Central Bank.

The Central Bank requires the Licensees
to undertake periodic risk profiling and
assessment based on the AML/CFT
requirements.

Risk factors

3. The risk of an SVF product will to a

significant degree, depend on its design,
its functions and the mitigating measures
applied. In assessing the risk of an SVF
product, a Licensee should take into
account the following risk factors:

3.1. maximum  stored value or
transaction amount of the SVF —

SVF  products  with  higher
transaction  value or higher
maximum  stored value may

increase the money laundering and
terrorist financing risk;

3.2. methods of funding — SVF products
that allow funding by cash offer
with little or no audit trail present a
higher money laundering and
terrorist financing risk. On the other
hand, funding by unverified parties
or via other payment methods
without Customer identification can
also create an anonymous funding
mechanism and hence present
higher money laundering and
terrorist financing risks;
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3.3.

3.4.

3.5.

3.6.

3.7.
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YYINY
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cross-border usage — in general,
SVF products with cross-border
usage may increase the risk as
transactions may be subject to
different AML/CFT requirements
and oversight in other jurisdictions
and also give rise to difficulties with
information sharing;

person-to-person  fund  transfer
function — an SVF product that
allows  person-to-person  fund
transfers may give rise to higher
money laundering and terrorist
financing risks;

cash withdrawal function — an SVF
product that allows access to cash
for instance through automated
teller machine networks may
increase the level of money
laundering and terrorist financing
risk;

holding of multiple accounts/cards
— SVF products that allow a
Customer to hold more than one
account or card may also increase
the money laundering and terrorist
financing risk as it may be utilized
by a third-party user other than the
Customer;

multiple cards linked to the same
account — SVF products that permit
this functionality may present
higher money laundering and
terrorist financing risks, especially
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where the linked card s

anonymous; and

3.8. payment for high-risk activities —
some merchant activities, for
example, gaming, present higher
money laundering and terrorist

financing risks.

The money laundering and terrorist
financing risks of an SVF product can be
reduced by implementing risk mitigating
measures, which may include: (a) the
application of limits on the maximum
storage values, cumulative turnover or
transaction amounts; (b) disallowing
higher risk funding sources; (c)
restricting the SVF product being used
for higher risk activities; (d) restricting
higher risk functions such as cash access;
and (e) implementing measures to detect
multiple SVF accounts/cards held by the
same Customer or group of Customers.

The level of money laundering and
terrorist financing risks posed by a
particular SVF product will depend on a
consideration of all risk factors, the
existence and effectiveness of risk
mitigating ~ measures and  their
functionality.

A Licensee should assess whether a
business relationship presents a higher
money laundering and terrorist financing
risk and assign a related risk rating.
Generally, the Customer risk assessment
will be based on the information
collected during the identification stage.
The Licensee should ensure that their
CDD models are designed to address the
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specific risks associated to its Customer
profile and SVF product features.

4 Aaldll dal gl Alall =i O e
saasall Hhlaal s Jaladll desias
i ay Jaeall Capyas iy Al sal

A8 A aalll B eiia

Compliance management arrangements
and independent audit function

Jitewal) g8l 4808 g g JULaY) B 1a) bt

7. A Licensee must have appropriate <l Al Gad oyl A oS of sy 7

compliance management arrangements
that facilitate the SVF’s implementation
of AML/CFT systems to comply with
relevant legal and regulatory obligations
and to manage money laundering and
terrorist financing risks effectively.
Compliance management arrangements
should at a minimum include oversight
by the Licensee’s Senior Management
and appointment of a Compliance
Officer and a Money Laundering
Reporting Officer.

In addition, a Licensee should put in
place comprehensive AML/CFT policies
and procedures in accordance with the
AML/CFT law and regulations.

Use of technology

The Central Bank supports innovative
means by which Licensees implement
AML/CFT Systems effectively as well as
exploring the greater use of technology
and analytical tools. The Central Bank
expects Licensees, before introducing
any new product, service or technology,
to conduct adequate risk assessments and
ensure that any identified risks are
effectively managed or mitigated.
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10.

11.

12.

In general, the eKYC process currently
adopted by licensed banks for digital
onboarding of Customers is acceptable
for SVF account opening. No physical
face-to-face meetings with the Customer
or physical documents verification are
required so long as the digital
authentication of the Customer and
digital verification of all required
documents can be done in accordance
with the existing requirements of the
Central Bank.

Depending on the nature of relationship,
Licensees may undertake additional
CDD measures, including the collection
of sufficient information to adequately
understand the nature of the Virtual
Asset Service Providers’ business;
determining from publicly available
information whether the Virtual Asset
Service Providers are licensed or
registered, and subject to AML/CFT
supervision; and  assessing  the
AML/CFT controls of the Virtual Asset
Service Providers as appropriate. The
extent of Customer due diligence
measure should be commensurate with
the assessed money laundering and
terrorist financing risks of the Virtual
Asset Service Providers.

Globally there is an emerging range of
new products and services involving
Virtual Asset. In line with the FATF
standards, before a Licensee offers any
new products relating to Virtual Assets,
it should undertake money laundering
and terrorist financing risk assessment
and take appropriate measures to manage
and mitigate the identified risks in
accordance with applicable legal and

81

19| aanigll duspell o Lalfl s

CENTRAL BANK OF THE U.A.E.

dliae Gel Adee 8 Gl S
gl J8 (e Qs sadizal) 40 STy
Ui eDlanll )l 2 )03 dad 4l
sla) pob ¥ & jae dad Clua il
G 5l Jranl) ga Ly s el
Aaalad) o Wla ol colativdl (g
g 0o (8l @l s Jaeadl duad )l
Gy Ly sa) S 4 glhdl clasiull

(5 S pall G yeaall 4 0lal) cilllatiall

s AR dapb e Rlded
Gl Glsla) AAS ] Lad
s dld B L ddlal) dnll
3530 Jae danh agdl 48K Sl sladl)
flia JS5 Al Y1 Jeal) dard
LU Gloledl o ol yaad
Jsa¥l Gladd sadie S 13 Lo ) sganll
s ol adse gl Y
D51 Just Al g0 Y O sraiady
L) pn aniiy (il HY) Josal AnilSag
Jisad AndlSay JisaY) Jue dgalsa
dea¥l  cled e Y
T PR EPN FEWEND WO !
e Slandl slai dual 5l Aliall il ja) (s2e
Josais Jlsa¥l Jue hlia ays e
dea¥l cled el la Y

Al sy

Gsie Ao saaall Glaadll s calaiiall
Lalas Azl Y J gea¥) Cranadi allall
Gl s latie gl Al (as ) axiy
piy o i () ang dpal Y J sVl
ClasY) dasais Jise¥) Jue hlie
Shladl 5 lay daabiall pulail) Mas)

10

A1

A2



! Cg ty
|7¢/L\m\'i

United Arab Emirate:

regulatory requirements. Licensees are
encouraged to refer to the suggestions
provided by FATF in relation to the
guidance for a risk-based approach to
Virtual Assets and Virtual Assets Service
Providers.

PART 11l - ENFORCEMENT

Article (15): Enforcement and sanctions

Violation of any provision of this
Regulation may be subject to supervisory
action and administrative & financial
sanctions  measures as  deemed
appropriate by the Central Bank.

Supervisory action and administrative &
financial sanctions by the Central Bank
may include replacing or restricting the
powers of Senior Management or board
of directors, providing for the interim
management of the Licensee, imposition
of fines or barring individuals from the
UAE financial sector.

Article (16): Interpretation of Requlation

The Regulatory Development Division of the
Central Bank shall be the reference for
interpretation of the provisions of this
Regulation.

Article (17):
Regulation

Cancellation of previous

This Regulation repeals and replaces the
“Regulatory Framework for Stored Value
and  Electronic  Payment  Systems”
Regulation issued in the UAE on 13/12/2016.
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Article (18): Publication & application

This Regulation shall be published in the
Official Gazette in both Arabic and English
and shall come into effect one month from
the date of publication. In case of any
discrepancy between the Arabic and the
English, the Arabic version will prevail.
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Abdulhamid M. Saeed Alahmadi
Governor of the Central Bank of the UAE
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ANNEX (88 el
List of documents to be submitted in an ullal) 8 Lgapai cany AN (3l o) daild
application
1. Completed application form for A Gand Al Gl 3l (]
License

2. Areport on paid-up capital certified — Saae g sdaall Ll Sl oe s 2

by external auditor A i e

3. A copy of the ownership structure ASLa IS e dan 3

4. The latest audited financial adlioe JSU A0 Adle cilily JAT 4
statements for each Controlling b
Shareholder

5. Completed application form(s) for JS Al lla (z3lad) 3 liul 5
each Controlling Shareholder batss anls

6. Outline of the Senior Management sk gall g Llall 3 ,laY) S abada 6
and staff structure

7. Completed application forms for ot U ALK aadl) & jlaiad 7
chief executive, alternate chief o gliall (sl i N g (shuaul)
executive and director . ol

il
8. Independent assessment report(s) on oo Joiall apil)  jlas S8 8

seven areas as set out in paragraph 5 o omal) sail) e Ci¥lae daal)
of Article (3). ) (3) 5L (50 5 5 5l

9. Copies of risk management policies 3la) Dlel ya) g Qb (e Foud |9
and procedures on AML/CFT Ju Agal se dadail e jlaladl)
systems e Y1 U et AnilSa g ) ga¥)

10. Copies of policies and procedures for Bl Qe ) s Slusbas (e 7 10
managing the Float Al gt 8 ¢ Slaall J) sal

YRR EON|

11. A copy of the investment policy for 3o A laiiaY) Al e dana 11
managing the investment of Float Saall Ul gal it
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12. A copy of contract, and terms &  (ym Al&a¥lgdas il g dall e 4 12
conditions between the Applicant Jaazll 5 callall ania
and the Customer

13. A copy of Operating Rules for the  adll cbgadl Juaill sl @8 (0 433 13

SVF scheme PEREOA(
14. A copy of contractual agreements ) Apa8lasl) LAY (e dasi 14
which describe the rights and -3 Cal Y el 3l 5 (5 gia Cpaiall
gbllgatlor?s of the related parties wil g A4S Lol ALl

involved in the SVF scheme .
YEREOA|

15. Business plan that covers a three- . 45ae Gie ) 8l axs Jac 3das 15
year time horizon G g

16. Board of director’s resolution in aasil) lla a3 3 lay) ulas 1 816
support of the Application

17. A copy of the articles of association  (4lalay L Ji) ‘;.mu“y\ eA.I:'..xl\ e ddn 17

(or equivalent) of the Applicant 3, 305y el llall dasie 48,0
company in English and Arabic ’ i a5

18. A copy of the Applicant's audited — axdal A88aal) 45 ginal) y sl (e 4305 18
annual reports and / or audited Aaaall i) i) i/ gkl

:!nanc!a: statem_ents f(()jr_ t?eI past_thret:e 5 38l ducalall O AL ol gl
inancial years immediately prior to e

application.

19. Each of the following: bl JS19

a). A copy of the notarized Hlailly il die pedans g
Memorandum and Atrticles of Oaa ol
Association i

b). A copy of the Licensee Ll dad )l (edals
Commercial License A < all

c). Auditors certification that the i O Se cpdadlsaled ¢

paid-up capital has been injected Jec ¥ & sixall Juall
into the business i il
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