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OUTSOURCING REGULATION FOR BANKS

Circular No.: 14/2021
Date: 31/5/2021
To: All Banks

Subject: Outsourcing

INTRODUCTION

The Central Bank seeks to promote the effective and
efficient development and functioning of the banking
system. To this end, any Outsourcing arrangements
entered into by a Bank must be subject to appropriate
due diligence, approval and ongoing monitoring, in
order to identify and mitigate risks inherent in
Outsourcing.

In introducing this Regulation and the accompanying
Standards, the Central Bank wishes to ensure that
Banks’ approaches to managing the risks inherent in
Outsourcing arrangements are in line with leading
international and prudent practices.

This Regulation and the accompanying Standards are
issued pursuant to the powers vested in the Central
Bank under the Central Bank Law.

Where this Regulation, or the accompanying
Standards, include a requirement to provide
information or to take certain measures, or to address
certain items listed at a minimum, the Central Bank
may impose requirements which are additional to the
listing provided in the relevant article.

OBJECTIVE

The objective of this Regulation is to establish the
minimum acceptable standards for Banks’ approach
to managing the risks related to Outsourcing
arrangements with a view to:

1. Ensuring the soundness of Banks; and
2. Contributing to financial stability.

The accompanying Standards supplement the
Regulation to elaborate on the supervisory
expectations of the Central Bank with respect to
Outsourcing arrangements.
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As one of the principles underpinning this
Regulation, a Bank must ensure that its Outsourcing
arrangements, neither diminish its ability to fulfill its
obligations to customers and the Central Bank, nor
impede effective supervision by the Central Bank.

SCOPE AND APPLICATION

This Regulation and the accompanying Standards
apply to all Banks operating in the UAE. Banks
established in the UAE with Group relationships,
including Subsidiaries, Affiliates, or international
branches, must ensure that the Regulation and the
Standards are adhered to on a solo and Group-wide
basis.

This Regulation and Standards must be read in
conjunction with the Risk Management Regulation
and Standards which establish the requirements for
Banks’ overarching approach to risk management,
and the Central Bank’s Operational Risk
Management Regulation and Standards, which
establish a number of requirements particularly
relevant to Outsourcing, including business
continuity planning and disaster recovery.

ARTICLE (1): DEFINITIONS

1.1 Affiliate: an entity that, directly or indirectly,
controls, is controlled by, or is under common
control with another entity. The term control
as used herein shall mean the holding, directly
or indirectly, of voting rights in another entity,
or of the power to direct, or cause the direction
of the management of another entity.

1.2  Bank: any juridical person licensed in
accordance with the provisions of the Central
Bank Law, to primarily carry on the activity
of taking deposits and any other Licensed
Financial Activities.

1.3 Board: The Bank’s board of directors.

1.4 Central Bank: The Central Bank of the
United Arab Emirates.

15 Central Bank Law: Decretal Federal Law
No. (14) of 2018 regarding the Central Bank
& Organization of Financial Institutions and
Activities and its amendments.
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1.6

1.7

1.8

1.9

1.10

1.11

Confidential Data: Account or other data
relating to a Bank customer, who is or can be
identified, either from the confidential data, or
from the confidential data in conjunction with
other information that is in, or is likely to
come into, the possession of a person or
organization that is granted access to the
confidential data.

Group: a group of entities which includes an
entity (the 'first entity") and:

1.7.1 any Parent of the first entity;

1.7.2 any Subsidiary of the first entity or of
any Parent of the first entity; and

1.7.3 any Affiliate.

Master System of Record: the collection of
all data, including Confidential Data, required
to conduct all core activities of a Bank,
including the provision of services to clients,
managing all risks, and complying with all
legal and regulatory requirements.

Material Business Activity: An activity of
the Bank that has the potential, if disrupted, to
have a significant impact on the Bank’s
business operations or its ability to manage
risks effectively.

Outsourcing: An agreement with another
party either within or outside the UAE,
including a party related to the Bank, to
perform on a continuing basis an activity
which currently is, or could be, undertaken by
the Bank itself.

Parent: an entity (the 'first entity’) which:

1.11.1 holds a majority of the voting rights
in another entity (the 'second entity");

1.11.2 is a shareholder of the second entity
and has the right to appoint or remove
a majority of the board of directors or
managers of the second entity; or
1.11.3 is a shareholder of the second entity
and controls alone, pursuant to an
agreement with other shareholders, a
majority of the voting rights in the
second entity.
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1.12

1.13

1.14

1.15

1.16

Or,
1.11.4 if the second entity is a subsidiary of
another entity which is itself a

subsidiary of the first entity.

Person: natural or juridical person.

Regulation: Any resolution, regulation,
circular, rule, standard or notice issued by the
Central Bank.

Risk Governance Framework: the risk
governance framework as defined under the
Risk Management Regulation and Standards.

Senior Management: the senior management
as defined under the Corporate Governance
Regulation and Standards.

Subsidiary: an entity (the ‘first entity') is a
subsidiary of another entity (the 'second
entity') if the second entity:

1.16.1 holds a majority of the voting rights

in the first entity;

1.16.2 is a shareholder of the first entity and
has the right to appoint, or remove, a
majority of the board of directors or
managers of the first entity;

1.16.3 is a shareholder of the first entity and
controls alone, pursuant to an
agreement with other shareholders, a
majority of the voting rights in the
first entity.

Or,
1.16.4 if the first entity is a subsidiary of
another entity which is itself a

subsidiary of the second entity.

ARTICLE 2: GOVERNANCE AND RISK

MANAGEMENT

2.1

Banks are fully responsible for the risks
arising from any process or activity they
outsource.
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2.2

2.3

2.4

2.5

Banks must have a process for determining
the materiality of outsourced activities. This
process should consider the potential of the
outsourced activity to adversely affect the
Bank’s operations and its ability to manage
risks, if disrupted or performed poorly.

Banks’ Risk Governance Framework must
include policies and procedures for the
assessment of any proposed Outsourcing and
the identification, measurement, monitoring
and reporting of any risks associated with
existing and  proposed  Outsourcing
arrangements.

The Risk Governance Framework must
provide a Bank-wide or, if applicable,
Group-wide view of the risks
associated with Outsourcing, including any
services the Bank provides to, or receives
from, other Group members.

The Risk Governance Framework must, at a
minimum, provide for the following with
respect to Outsourcing:

2.5.1 ABoard-approved policy that sets out
how the materiality of a proposed
Outsourcing arrangement is assessed
and  requiring any  material
Outsourcing arrangements to be
approved by the Board, or a
committee of the Board,;

2.5.2  Policies and procedures to ensure that
potential conflicts of interest are
identified, managed and
appropriately mitigated, or avoided;
2.5.3 Policies and procedures that clearly
identify and assign to the Bank’s
departments, committees, internal
control functions, or  other
individuals, the roles and
responsibilities  with  regard to
Outsourcing and determine in which
cases and at which stage, they should
be involved;

2.5.4 Policies and procedures to ensure all
material risks related to Outsourcing
are identified, measured, managed or
mitigated, and reported to the Board
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in a timely and comprehensive
manner;

25,5 Ensure that any outsourced critical
business functions are covered in
their disaster recovery and business
continuity plans, that Outsourcing
service providers are fully prepared to
implement them and that Outsourcing
service providers have their own
disaster recovery and business
continuity  plans to  resolve
disruptions at their end.

2.6 Banks must ensure that Outsourcing service
providers maintain an appropriate level of
information security, risk management, and
service delivery.

2.7 Banks are responsible for the compliance with

all relevant laws and regulations applicable to
their outsourced activities.

ARTICLE 3: OUTSOURCING REGISTER

3.1  Banks must maintain a comprehensive and
updated register of all Outsourcing
arrangements, including both material and
non-material Outsourcing arrangements, on a
solo and group wide basis.

3.2 This register must contain key information for
each Outsourcing arrangement, and at a
minimum:

3.2.1 Key non-risk related data, such as the
details of the Outsourcing service
provider, start and end date of the
arrangement, and a brief description
of the service delivered;

3.2.2  Whether the Outsourcing
arrangement involves any
Confidential Data; and

3.2.3  Whether the Outsourcing
arrangement is considered material.

ARTICLE 4: DATA PROTECTION

4.1  Banks must ensure compliance with all the
applicable UAE legislation and regulations in

Page‘ 7

odlaal gl Aeld )l 0 5 5 oLl
Badaall gl gl 85 laY)

caillla g e dadag Lﬁi O e sl 5-5-2
Gl 38 clanggad & ) Ay s sall Jlec Yl
Sl e iladl) b b Ll
Gl (539 s e Al paind
sl o dlgiadail AU damin) Ao dagail)
e Al hha yeatll Gladd 535 %
o Aald JlaeY) ) il 5 )1
B il gyl Jhedll Y dalladl

Gladd (S5 Llaial e Gaaall & gud) ‘_A:; Qs 62
313 5 ela glaall pal (g AaiDle O ghosas gl
el aasiy Hlalal)

cil sl I O e A Al &8 72
A A kisl Je galain Sl A eVl
SRl

S—gadl) Jaw 1(3) Balal)

sy Jabd Jaw Llaaly) &gl LA:: an 1-3
Se da gl ey da el AL Aalal)
&&M\dj@&}bgjw\djm

LanlaY) Gl sleal) e Janall 138 6 ging o oy 2-3
sl s sing O g (Aol A a5 engai il 5 S

bl alan Y Al Ll il 1-2-3
Fb cueail) ek 35 3e Jpealii Jia
s Cuagy ol il Llgs Al

¢danial) cileadll

i el uead)l g oS 1Y L 2:2°3

Sind endl Gl cnil€ 13 L 3243
A

clild) dglaa 1(4) 3aal)

Gt o cdueaill Leald die ) ety 144
b Adaall bl ey il A8S) JELY) (e

‘...



managing and processing data, when
Outsourcing.

4.2 Banks must ensure that they retain ownership
of all data provided to an Outsourcing service
provider, and that their customers retain
ownership of their data, including but not
limited to Confidential Data, and can
effectively exercise their rights and duties in
this regard.

4.3  Where the Outsourcing service provider
subcontracts elements of the service which
involve Confidential Data, Banks must ensure
that the subcontractor fully complies with the
applicable requirements as established by law
and under this regulation.

4.4  Banks must ensure their data is secured from
unauthorized access, including unauthorized
access by the Outsourcing service provider or
its staff.

ARTICLE 5: OUTSOURCING AGREEMENTS

5.1  Outsourcing agreements must ensure that the
Bank retains full ownership of the data it
shares with the Outsourcing service provider,
and that their customers retain full ownership
over their data, and that the Central Bank of
the UAE can access this data upon request.

5.2 Outsourcing agreements must ensure that the
Bank has unfettered access to all of its data for
the duration of the agreement, including upon
termination of the agreement.

5.3  Outsourcing agreements must include
appropriate provisions to protect a Bank’s
data, including non-disclosure agreements
and provisions related to the destruction of the
data after termination of the agreement.

5.4  Outsourcing agreements must specifically
establish standards for data protection,
including any nationally  recognised
information assurance standards in the UAE.

55  Outsourcing agreements must specifically
establish that the Outsourcing service
provider, or any of its subcontractors must not
provide any other party with access to
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5.6

5.7

5.8

5.9

Confidential Data without first obtaining the
specific authorization of the Bank, or the
customer, as the case may be.

Outsourcing agreements must specify to what
extent subcontracting is allowed and under
which conditions.

Outsourcing agreements must include an
explicit provision giving the Central Bank,
and any agent appointed by the Central Bank,
access to the Outsourcing service provider.

This provision must include the right to
conduct on-site visits at the Outsourcing
service provider if deemed necessary by the
Central Bank and require the Outsourcing
service provider to provide the Central Bank,
or its appointed agent, any data or information
required for supervisory purposes.

Outsourcing agreements must include an
obligation for the Outsourcing service
provider to notify the Bank without undue
delay of any breach of the Bank’s data and in
particular, breaches of Confidential Data.

All Outsourcing must be governed by formal
Outsourcing contracts between the Bank and
the Outsourcing service provider.

ARTICLE 6: OUTSOURCING OUTSIDE THE UAE

6.1

6.2

6.3

Banks must ensure that the Master System of
Record, which includes all Confidential Data,
is continuously maintained and stored within
the UAE.

As an exception to paragraph (6.1) above and
subject to Central Bank approval, branches of
foreign banks may comply with this
requirement by retaining a copy of the Master
System of Record, updated on at least a daily
basis, within the UAE.

Banks customer’s Confidential Data must not
be shared outside the UAE without Central
Bank approval and obtaining prior written
consent from the customer. Banks must also
obtain written acknowledgement from the
customer that his/her Confidential Data may
be accessed under legal proceedings outside
the UAE in such circumstances.

Page‘

C.A-ué (s1a Lﬁ‘ ) aeaill L) aaas O
Dy il e eliyg ol (e 2 Blailly

%LLSJL;\ 9 66‘)5‘)AS‘ U)AA\C._\AJAA,JM
4edd g3 M Jsaasl Al (5 S pall o juad

3 bl & 3al) HlSaY) 038 Jadi of any
S S al Capadll U 1Y) deadll 3y 3l Ao
Tsie poks Al Lal Y gospa b
@l ol 3l (5 3S el Capaadd) 2y ol deadl
J iy Al S Gad 4 JS,

Al Gl e A slha ()08 Cilaslas

s e Ll N meatll ClEE et o cany
e DAl 050 el gaill Aada 3y 5
dala g eyl bl LA o oliy il jUadly

LAyl i)

Mgad 38l pgadl)l Gllee auan pad O g
el dadd 39 g Sl (A

6-5

7-5

8-5

9-5

A gal) 2 A Lgall 1(6) Baal)

et N Eland) Al 5 e gl i) e Cany
ML&.\M cMJJ\ c_\\_ﬂ_ul\ 48< ‘;s LSJ-‘A-’ L;Jj\

@)ﬂ\u\Ju\}\d}Jd;\da)maJymu)M}
daadiall

z\ﬁé\y L).u} e (1-6) 'S)ﬁﬂ\ O LS
L) Al gyl s @S sal ipad
gy Jah Llaia¥) 5 yh e alliall 12g] Jliay)
S ) eL.L':j O Adu saaiall Ay yall Gl laY)

I e s il Lo Lebind o e

Bl daend) by 3S L e plineY) cin
:\AS\jA O Baaiall M):J\ L_I\Juy\ M}J CJ\A
Slo Jpanll dill e gy daeall (e d8sa
G deasl dsin dueall e 3 A
7 A A el a) el A yudl LiliLy/attily

VA Gl saaiall iy jall LY Ao

‘...

1-6

2-6

3-6



6.4

6.5

6.6

6.7

6.8

Banks must not enter into an Outsourcing
agreement that involves sharing Confidential
Data with a service provider domiciled in a
jurisdiction that cannot provide the same level
of safeguarding of Confidential Data that
would apply if the data was kept in the UAE.

This applies to all jurisdictions relevant to the
agreement.

Any Outsourcing agreement with a party
located outside the UAE, must ensure that the
Bank and the customer retain ownership of the
data at all times, and that the Central Bank can
access the Bank’s data upon request.

Banks are not permitted to enter into an
Outsourcing agreement that proposes the
storage of data in any jurisdiction where bank
secrecy, or other laws, restrict or limit access
to data necessary for supervisory purposes.

Banks must explicitly consider the possibility
that changes in economic, political, social,
legal or regulatory conditions may affect the
ability of a service provider outside the UAE
to fulfil the terms of the agreement.

This risk must be managed by a careful
selection of service providers and
jurisdictions, adequate contractual and
practical arrangements, and appropriate
business continuity planning.

Banks must explicitly consider any other
relevant risks arising when the service
provider is located outside the UAE. These
may include but are not limited to:

6.8.1 Higher levels of operational risk due
to poor infrastructure in another
jurisdiction;

6.8.2 Legal risk due to differing laws and
possible shortcomings in the legal
system in the countries where the
service is provided; and

6.8.3  Reputation risk.

e 8 JAa e pliey) dill e g
A5ie g Ay Clily A4S jLhe el gl
i 5 i ¥ ol e el Sl
Gk S ) ey yud) UL Alea) U g
ey gy b L Usiiae bl cals 1))
) Basiall Ay el

Adall @y Jsall JS e e 13 saai
FEENE

& dajuall pgadl Ll JS et of sy
aniall Ay el @l jeY) A g 7 Hla IS Gk
g b Uil Akle el Lliia) ey L
Jsnan sl A0S) (538 yall o pomall ety 5 el d Y

sl aie el ety

CROAT £ ead B o)l Asill e ]
4 peadll 4pudl Gl B S5 Al 4 8 Ll
Joasll 2@ 5 lasd g AT cpil 8 40 Sl el

Apld) (aml Y A5 e ity

i Gle Olie ) g ah of el e oy
S sl g la ) g o Al Sl gy
e Al o 4 gal ol e laia¥) Sl Al
a:u):d\ Q\JLAY\ :\JJJ CJIA aaall g e B_).ﬁ

AEEY) Lo g i £l 0 saaiall

olaay) BHEN % )J::\AAJ\ Y 5ol g
Ghle/glaldly  deaddl  (ga3al  Chuasll
Ll g gl S (e 3aadl o alaiayl

Jlae Y1 Al paind adlll agasll 5 dleall

U e sni e ol ol il e oy
e oS Ladie Law Ala cld 5 Al Hhlas
Basiall Ay jall il laY) Aoz s Laie 4ol
rob Lo ¢ pandl Y Ji) Jass o Jai 28038

s 38 e B JHa el fne 1846
ATl s 4l il e

Gl e WAL Augli hlae 286
Fastl) s w3 ol 8 sl
e

Aradl JLlie 386

Page ‘ 10 ‘w

4-6

5-6

6-6

7-6

8-6



6.9

6.10

6.11

6.12

6.13

6.14

A Bank must ensure compliance with all
relevant personal data protection legislations
and regulations prior to entering into an
Outsourcing agreement with an Outsourcing
service provider or third party outside the
UAE.

A Bank must establish policies and processes
regarding controls and monitoring activities
specifically  addressing  the  business
relationship of the Bank with an Outsourcing
service provider, which includes the sharing
of Confidential Data outside the UAE.

For each of its business relationships a Bank
holds with an Outsourcing service provider,
which includes the sharing of Confidential
Data outside the UAE, the Bank must define
concrete security requirements and must
ensure that its staff is sufficiently trained in
respect of these requirements.

Where the Outsourcing service provider
subcontracts elements of the service to other
providers, which entail Confidential Data, the
Bank must ensure that the subcontractor fully
complies with the obligations contained in
this Regulation related to the sharing of
Confidential Data outside the UAE.

Banks must ensure third parties implement
and maintain the appropriate level of
information security and service delivery.

With regard to Outsourcing service providers
located outside the UAE, the Central Bank
may exercise its powers through collaboration
with the relevant authorities of any relevant
jurisdiction.

ARTICLE 7: INTERNAL AUDIT AND COMPLIANCE

7.1

7.2

Outsourced activities remain fully in scope of
the Bank’s internal audit and compliance
responsibilities.

The internal audit function must regularly
review and report to the Board, or the Board
audit committee, on compliance with and the
effectiveness of the Bank’s Outsourcing
policies and procedures.
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7.3  The compliance function must regularly
review and report to Senior Management, or
to the Board as necessary, on the compliance
of Outsourcing service providers with the
legislations,  regulations and  policies
applicable to the Bank.

ARTICLE 8: NON-OBJECTION BY THE CENTRAL
BANK

8.1  Prior to Outsourcing any material activity,
including to any related party, Banks must
obtain a prior notice of non-objection from the
Central Bank.

8.2  Although all requests for non-objection will
be considered on their individual merits, the
Central Bank will, in general, not permit the
Outsourcing of core banking activities, and
key management and control functions,
including:

8.2.1  Senior Management oversight;
8.2.2  Risk management;

8.2.3 Compliance;

8.2.4 Internal audit; and

8.2.5 Management of risk-taking functions
including credit, investment and
treasury management.

ARTICLE 9: REPORTING REQUIREMENTS

9.1 Banks must regularly report to the Central
Bank on their Outsourcing arrangements in
the format and frequency prescribed by the
Central Bank.

9.2  Banks must provide upon request any specific
information with respect to Outsourcing
arrangements that the Central Bank may
require.

9.3  Banks must provide the Central Bank with
their Outsourcing register as required under
Avrticle 4 of this regulation upon the Central
Bank’s request.
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9.4

Banks must immediately notify the Central
Bank when they become aware of a material
breach of the terms of an Outsourcing
agreement, or other development with respect
to an outsourced Material Business Activity,
that has, or is likely to have, a significant
impact on the Bank’s operations, reputation or
financial condition.

ARTICLE 10: IsLAMIC BANKING

10.1

10.2

A Bank offering Islamic financial services
must ensure that its Outsourcing policies and
arrangements, insofar as they relate to the
offering of Islamic financial services, are
consistent with Shari’ah rules and principles
that would apply if the activity were
undertaken by the bank itself.

A bank offering Islamic financial services
must ensure that its policies and procedures
for the assessment of any proposed
Outsourcing arrangement  specifically
consider operational and reputational risks
from failure by the Outsourcing service
provider to adhere to Shari’ah rules and
principles.

ARTICLE 11: ENFORCEMENT

111

11.2

11.3

Violation of any provision of this Regulation
and Standards may be subject to supervisory
action as deemed appropriate by the Central
Bank.

Supervisory action and administrative &
financial sanctions by the Central Bank may
include withdrawing, replacing or restricting
the powers of Senior Management or
members of the Board, providing for the
interim management of the Bank, imposition
of fines or barring individuals from the UAE
banking sector.

The Central Bank may require a Bank to
terminate an Outsourcing arrangement when
the arrangement is not or no longer compliant
with this Regulation or where the Outsourcing
presents undue risks to the soundness of the
Bank, the security of Confidential Data, or to
the financial system.
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ARTICLE 12: INTERPRETATION OF REGULATION

The Regulatory Development Division of the Central
Bank shall be the reference for interpretation of the
provisions of this Regulation.

ARTICLE 13: PUBLICATION AND APPLICATION

131

13.2

13.3

This Regulation and accompanying Standards
shall be published in the Official Gazette and
shall come into effect one (1) month from the
date of publication.

All Outsourcing arrangements concluded or
renewed after this regulation coming into
force must fully comply with the requirements
of this regulation.

In any case, all Outsourcing agreements,
including those concluded prior to the coming
into force of this Regulation, must fully
comply with this Regulation by no later than
31 December 2023.
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