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The Board of Directors of the Central Bank
of the UAE held its 5th meeting for this year
on 22/6/2003 under the chairmanship of
H.E Mohamed Eid Al Meraikhi, chairman of
the Board, and attended by H.E Juma Al
Majid, deputy chairman of the Board and
H.E Sultan Bin Nasser Al Suwaidi, the
Governor. The meeting was attended by
their Excellencies; Ali Al-Sayed Abdulla,
Khalifa Nasser Bin Huwaileel Al Mansoori,
Jamal Nasser Lootah Board Members, and
Mohamed Ali Bin Zayed Al Falasi deputy
governor. The Board approved minutes of
the previous meeting as well decisions
taken therein. .

ﻋﻘد ﻣﺟﻠس إدارة اﻟﻣﺻرف اﻟﻣرﻛزي اﺟﺗﻣﺎﻋﮫ
 ﺑرﺋﺎﺳﺔ2003/6/22 اﻟﺧﺎﻣس ﻟﮭذه اﻟﺳﻧﺔ ﻓﻲ
 رﺋﯾس ﻣﺟﻠس، ﻣﻌﺎﻟﻲ ﻣﺣﻣـد ﻋﯾـد اﻟﻣرﯾﺧﻲ
 ﻧﺎﺋب، اﻹدارة وﺣﺿور ﻣﻌﺎﻟﻲ ﺟﻣﻌﮫ اﻟﻣﺎﺟد
رﺋﯾس ﻣﺟﻠس اﻹدارة وﻣﻌﺎﻟﻲ ﺳﻠطﺎن ﺑن ﻧﺎﺻر
 وﺣﺿـور ﺳـﻌﺎدة ﻛل ﻣن،  اﻟﻣﺣﺎﻓــظ، اﻟﺳوﯾدي
ﻋﻠﻲ اﻟﺳﯾد ﻋﺑد ﷲ و ﺧﻠﯾﻔﺔ ﻧﺎﺻر ﺑن ﺣوﯾﻠﯾل
اﻟﻣﻧﺻوري و ﺟﻣﺎل ﻧﺎﺻر ﻟوﺗﺎه أﻋﺿﺎء ﻣﺟﻠس
 ﻧﺎﺋـب،  ﻣﺣﻣد ﻋﻠﻲ ﺑن زاﯾد اﻟﻔﻼﺳﻲ، اﻹدارة
 ﺣﯾث ﺻﺎدق اﻟﻣﺟﻠس ﻋﻠﻰ ﻣﺣﺿر، اﻟﻣﺣﺎﻓـظ
اﺟﺗﻣﺎﻋﮫ اﻟﺳﺎﺑق واﻟﻘرارات اﻟﺗﻲ ﺗم اﺗﺧﺎذھﺎ ﻓﻲ
. ذﻟك اﻻﺟﺗﻣﺎع

The Board listened to a briefing on the
electronic fraud recently carried out
through the ATMs of a few banks
operating in the UAE. The Central Bank
and the banks were able to conclude
through anti-fraud experts, that a gang
of
computer
professionals
has managed to insert an electronic
reader into the card opening of (6)
ATMs, which enabled them to copy
data of a group of ATM cards of bank
customers. At the same time, they
were able to photograph the
customer’s entering of his PIN through
a small video camera placed above the
ATM opening. And since the electronic
reader has the ability to record the
magnetic tape data on the strip of the
card and transmit it to a personal

اﺳﺗﻣﻊ اﻟﻣﺟﻠس ﻟﺷرح ﺣول ﻣوﺿوع اﻻﺣﺗﯾﺎل
اﻹﻟﻛﺗروﻧﻲ اﻟذي ﻧﻔذ ﻓﻲ أﺟﮭزة ﺻرف ﻋدد ﻗﻠﯾل
، ً ﻣن اﻟﺑﻧوك اﻟﻌﺎﻣﻠﺔ ﻓﻲ دوﻟﺔ اﻹﻣﺎرات ﻣؤﺧرا
ﺣﯾث ﺗﻣﻛن اﻟﻣﺻرف اﻟﻣرﻛزي واﻟﺑﻧوك ﺑواﺳطﺔ
 ﻣن اﻟﺗوﺻل إﻟﻰ أن، ﺧﺑراء ﻣﻛﺎﻓﺣﺔ اﻻﺣﺗﯾﺎل
ﻋﺻﺎﺑﺔ ﻣن اﻟﻣﺣﺗرﻓﯾن ﻓﻲ أﻣور اﻟﻛﻣﺑﯾوﺗر
ﺗﻣﻛﻧت ﻣن إدﺧﺎل ﺟﮭﺎز ﻗﺎرئ إﻟﻛﺗروﻧﻲ ﻓﻲ ﻓﺗﺣﺔ
( ﻣن أﺟﮭزة اﻟﺻرف6) إدﺧﺎل اﻟﺑطﺎﻗﺔ ﻓﻲ ﻋدد
 وﺗﻣﻛﻧت ﻣن ﺧﻼل ھذا اﻟﻘﺎرئ ﻣن ﺗﺳﺟﯾل، اﻵﻟﻲ
ﺑﯾﺎﻧﺎت ﻣﺟﻣوﻋﺔ ﻣن ﺑطﺎﻗﺎت اﻟﺻرف اﻵﻟﻲ
اﻟﺧﺎﺻﺔ ﺑﻌﻣﻼء اﻟﺑﻧوك وﻓﻲ ﻧﻔس اﻟوﻗت ﺗم
ﺗﺻوﯾر ﻋﻣﻠﯾﺔ إدﺧﺎل اﻟﻌﻣﯾل ﻟرﻗﻣﮫ اﻟﺳري
ﺑطرﯾﻘﺔ اﻟﺗﺻوﯾر اﻟﺳﯾﻧﻣﺎﺋﻲ ﻋن طرﯾق ﻛﺎﻣﯾرا
ﺻﻐﯾرة أﻟﺻﻘت ﻓﻲ ﻣﻛﺎن ﻓوق ﻓﺗﺣﺔ ﺟﮭﺎز
 وﺑﻣﺎ أن اﻟﻘﺎرئ اﻹﻟﻛﺗروﻧﻲ، اﻟﺻرف اﻵﻟﻲ
اﻟذي وﺿﻊ ﻓﻲ ﺟﮭﺎز اﻟﺻرف اﻵﻟﻲ ﻟﮫ اﻟﻘدرة
ﻋﻠﻰ ﺗﺳﺟﯾل ﻣﻌﻠوﻣﺎت ﺑطﺎﻗﺔ ﻋﻣﯾل اﻟﺑﻧك
اﻟﻣوﺟودة ﻋﻠﻰ اﻟﺷرﯾط اﻟﻣﻐﻧﺎطﯾﺳﻲ وﺑﺛﮭﺎ إﻟﻰ
ﺟﮭﺎز ﻛﻣﺑﯾوﺗر ﺷﺧﺻﻲ ﻣوﺟود ﺑﺳﯾﺎرة ﻗرﯾﺑﺔ

computer in a nearby car, and the
small camera has the same ability, the
gang was able to produce and
subsequently use duplicate ATM cards
of banks customers with their PIN,
which was obtained through the small
video camera.

 ﺗﻣﻛن، وﻛذﻟك اﻟﻛﺎﻣﯾرا اﻟﺻﻐﯾرة ﻟﮭﺎ ﻧﻔس اﻟﻘدرة
أﻓراد اﻟﻌﺻﺎﺑﺔ ﻣن إﻧﺗﺎج ﺑطﺎﻗﺎت ﻣدﺑﻠﺟﺔ ﻟﺑطﺎﻗﺎت
ﻋﻣﻼء اﻟﺑﻧوك واﺳﺗﺧداﻣﮭﺎ ﻻﺣﻘﺎ ً ﻣﻊ اﻟرﻗم
.اﻟﺳري اﻟذي اﻟﺗﻘط ﻋن طرﯾق اﻟﻛﺎﻣﯾرا اﻟﺻﻐﯾرة

The Central Bank and banks have
managed to obtain details of cards used
in the said six ATMs during May 2003.
Banks and other entities which issued
those cards were identified, including
banks operating in the UAE, in GCC
countries, and those issued by
international credit card companies. All
of these entities were provided with
lists containing numbers of cards issued
by them and were requested to cancel
said cards.

وﻗد ﻗﺎم اﻟﻣﺻرف اﻟﻣرﻛزي ﻣﻊ اﻟﺑﻧوك ﺑﺄﺧـذ
ﺑﯾﺎﻧـﺎت اﻟﺑطﺎﻗﺎت اﻟﻣﺳﺗﺧدﻣﺔ ﻓﻲ اﻷﺟﮭزة اﻟﺳـﺗﺔ
 وﺗم ﺗﺣدﯾد، 2003 اﻟﻣذﻛورة ﺧﻼل ﺷﮭر ﻣﺎﯾو
اﻟﺑﻧوك واﻟﺟﮭﺎت اﻷﺧرى اﻟﻣﺻدرة ﻟﮭذه
اﻟﺑطﺎﻗﺎت ﺳواء اﻟﺑﻧوك اﻟﻌﺎﻣﻠﺔ ﻓﻲ دوﻟﺔ اﻹﻣﺎرات
أو ﻓﻲ دول ﻣﺟﻠس اﻟﺗﻌﺎون أو اﻟﺗﺎﺑﻌﺔ ﻟﺷرﻛﺎت
 وﺗم ﺗزوﯾـد ھذه،ﺑطﺎﻗﺎت اﻻﺋﺗﻣﺎن اﻟﻌﺎﻟﻣﯾﺔ
اﻟﺟﮭﺎت ﻛﻠﮭﺎ ﺑﻘواﺋم ﺑﺄرﻗﺎم اﻟﺑطﺎﻗﺎت اﻟﺻﺎدرة
ﻋﻧﮭﺎ وطﻠب ﻣن ھذه اﻟﺟﮭﺎت إﻟﻐﺎء ﺗﻠك
.اﻟﺑطﺎﻗﺎت

And since details of the said fraud have
been uncovered and the resulting loss
has been determined, which, so far,
does not exceed AED 1.6 million, the
Board of Directors of the Central Bank
directed as follows :
1- Coordinate with banks in order to
return bank customers’ funds
drawn through the said fraud.
2- Restore withdrawal limits from
ATMs to the same level they were
prior to the fraud, including
enabling customers to withdraw
funds from ATMs outside the

وﺑﻤﺎ أن ﺗﻔﺎﺻﯿـﻞ ﻋﻤﻠﯿـﺔ اﻻﺣﺘﯿــﺎل ﻗـﺪ ﻋﺮﻓﺖ
وﺣــﺪدت اﻟﺨﺴـﺎرة اﻟﻨﺎﺗﺠــﺔ ﻋﻨﮭﺎ واﻟﺘﻲ ﻟﻢ
 ﻓﻘـﺪ،  ﻣﻠﯿﻮن درھـﻢ إﻟﻰ ﺗﺎرﯾﺨﮫ1.6 ﺗﺘﻌﺪى
وﺟــﮫ ﻣﺠﻠﺲ إدارة اﻟﻤﺼﺮف اﻟﻤﺮﻛــﺰي ﺑﻤﺎ
: ﯾﻠ ﻲ
 اﻟﺗﻧﺳﯾق ﻣﻊ اﻟﺑﻧوك ﻟرد أﻣوال ﻋﻣﻼء اﻟﺑﻧوك-1
اﻟﺗﻲ ﺗم ﺳﺣﺑﮭﺎ ﻋن طرﯾق اﻻﺣﺗﯾـﺎل
.اﻟﻣذﻛور
 إرﺟﺎع اﻟﺑﻧوك ﺣدود اﻟﺳﺣب ﻣن أﺟﮭزة-2
اﻟﺻرف اﻵﻟﻲ ﻛﻣﺎ ﻛﺎﻧت ﻗﺑل اﻻﺣﺗﯾﺎل ﺑﻣﺎ
ﻓﻲ ذﻟك ﺗﻣﻛﯾن ﻋﻣﻼء اﻟﺑﻧوك ﺑﺎﻟﺳﺣب ﻣن
 وذﻟك، أﺟﮭزة اﻟﺻرف اﻵﻟﻲ ﺧﺎرج اﻟدوﻟﺔ
. 2003  ﯾوﻧﯾو25 اﻋﺗﺑﺎرا ً ﻣن

UAE, with effect from 25 June
2003.
3- Central Bank to issue instructions
to banks detailing fraud types and
requirements of preventive
measures.
4- Central Bank to publish press
releases and announcements to
ensure public awareness of ATM
fraud types and how to prevent it
.

 أن ﯾﻘوم اﻟﻣﺻرف اﻟﻣرﻛزي ﺑﺈﺻدار-3
ﺗﻌﻠﯾﻣﺎت ﻟﻠﺑﻧوك ﺗﺷرح أﺳﺎﻟﯾب اﻻﺣﺗﯾﺎل
ﻋﻠﻰ أﺟﮭزة اﻟﺻرف اﻵﻟﻲ وﻣﺗطﻠﺑﺎت
.اﻟوﻗﺎﯾﺔ ﻣﻧﮭﺎ
 أن ﯾﻘوم اﻟﻣﺻرف اﻟﻣرﻛزي ﺑﻧﺷر ﺑﯾﺎﻧﺎت-4
ﺻﺣﻔﯾﺔ وإﻋﻼﻧﺎت ﻟﺗوﻋﯾﺔ اﻟﻣواطﻧﯾن
واﻟﻣﻘﯾﻣﯾن ﺑﺄﺳﺎﻟﯾب اﻻﺣﺗﯾﺎل ﻋﻠﻰ أﺟﮭزة
. اﻟﺻرف اﻵﻟﻲ وﻛﯾﻔﯾﺔ اﻟوﻗﺎﯾﺔ ﻣﻧﮭﺎ

The Board discussed memoranda relating
to organizational matters at the Central
Bank and took appropriate decisions in
respect thereof.

ھﺬا وﻗﺪ ﻧﺎﻗﺶ اﻟﻤﺠﻠﺲ اﻟﻤﺬﻛﺮات اﻟﺨﺎﺻـﺔ
ﺑﺎﻷﻣـﻮر اﻟﺘﻨﻈﯿﻤﯿـﺔ ﻓــﻲ اﻟﻤﺼﺮف اﻟﻤﺮﻛــﺰي
. واﺗﺨـﺬ ﻗﺮاراﺗــﮫ اﻟﻤﻨﺎﺳﺒﺔ ﺑﮭــﺬا اﻟﺸــﺄن

The Board then addressed the
remaining items on its agenda and took
decisions in respect thereof.

واﺳــﺘﻜﻤﻞ اﻟﻤﺠﻠﺲ ﺑﺎﻗــﻲ اﻟﻤﻮﺿﻮﻋﺎت اﻟﻤﺪرﺟـﺔ
ﻋﻠﻰ ﺟـﺪول أﻋﻤﺎﻟﮫ واﺗﺨـﺬ اﻟﻘــﺮارات اﻟﻤﺘﻌﻠﻘﺔ ﺑﮭﺎ
.

